YBAXKAEMBIE CTYJAEHTBI! 3akoncnekTupyiite B cBOeil padouei
TEeTPAJAUd MO JAUCHMUIUIMHE NMPHUBEACHHYIO JeKIUI (00beMoM 4-5 cTpaHMubl),
OTBEThTE HUCbLMEHHO HA KOHTPOJIbHbIE BONPOCHI.

Pe3yabTaTtbl padoThbl, oTOOTYET, NMPEAOCTABUTH NpenoaaBaTel0 Ha

e-mail: r.bigangel@gmail.com mxo 30.01.2023.

le/l BO3HUKHOBCHMH BOIIPOCOB 10 IIPUBCACHHOMY MaTEpuady
odpamarbcs Mo cieaymiieMmy Homepy Tteiedona: (072)111-37-59, (Viber,
WhatsApp), vk.com: https://vk.com/daykini

BHUMAHHE!!! IIpu omnpasexe pabomwl, He 3abvieaiime yKa3vleambp
DUO cmyoenma, HaumMeHOBAHUE OUCYUNTUHDL, 0AMA NPOBEOCHUA 3aHAmUA (no
PAacnucanuio).

Jlexmus 11
Tema 3.3: be3onacHOCTb, TUTHEHA, JPrOHOMHUKA, pecypcocOepeskenmne

inaun
1. OcHOBHBIE OIIpEAEIICHUS.
2. DproHOMHKA.
3. Cuctema rurueHuYecKux TpeOOBaHUM.
4. PecypcocOepexeHue.
5. 3amura nadopmauu.
6. AHTUBHpYCHAs 3allUTa.

1. OcHOBHBIE OnIpe/IeIeHUus

Be3onacHocTh — COCTOSIHUE 3alTUIIEHHOCTH KU3HEHHO BaKHBIX MHTEPECOB
JUYHOCTH, OOIIECTBa, OpraHU3aIluu, MPEANPUATHS OT MOTCHIMAIBLHO U PEaTbHO
CYILIECTBYIOLIUX yTPO3, UJIU OTCYTCTBUE TAKUX YIPO3.

I'mruena — nHayka, u3ydaromiasi BIusHHE (HAKTOPOB BHEIIHEH cpeapl Ha
OpraHu3M YeJIOBeKa C IebI0 ONTUMH3AIMU OJIArONPUATHOTO M MPOPUIAKTUKH
HEOJIarompusiTHOTO BO3JICHCTBUSI.

I'mruena Tpyaa — Hayka u3ydawmias BO3JCHCTBUE IMPOU3BOJACTBEHHOU
cpelibl 1 aKTOpOB MPOU3BOACTBEHHOTO MpOIIecca Ha YeJIOBEKa.

Jpronomuka (0T rped. érgon — paboTa W nOMOS — 3aKOH), Hay4Has
JTVCLIUIUIMHA, KOMIJIEKCHO M3y4Yarolasi 4ejioBeKka (TpyIny JI0Jiei) B KOHKPETHBIX
YCJIOBUSIX €r0 JIESITEIbHOCTH B COBPEMEHHOM MTPOU3BOJICTBE. DTO HAyKa O TOM, KakK
JIOOW  C WX Pa3IUYHBIMU  (PU3WYECKMMH J@HHBIMH HW  OCOOCHHOCTSIMU
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AKHU3ZHEJCATEIbHOCTH  B3aMMOJCHCTBYIOT C O0OpyIOBaHMEM M MAallHMHAMH,
KOTOPBIMHU OHHM IOJIB3YIOTCH.

2. JDproHomMmuka

Lleab 3ProHOMHMKHM COCTOMT B TOM, 4YTOOBI oOecmeduTb KoMpoprt,
3¢ (HEeKTUBHOCTH U 06€30MaCHOCTh MPU MOJIH30BAHUU KOMITBIOTEPAMH YK€ Ha dTare
pa3pabOTKN KJIaBHATyp, KOMIBIOTEPHBIX IUIAT, paboder mebenmun u 1p. s
ycTpaHeHusi pu3HuecKoro auckomdopra U mpoOjeM cO 3J0pOBbEM Ha paboueM
MecTe.

OproHnomuka Bo3HMKIAa B 1920-x rojmax, B CBSI3M CO 3HAYUTEIHHBIM
YCIO)KHEHHEM TEXHUKH, KOTOPOM JOKEH VYIPAaBIATH YEJIOBEK B CBOEH
JeATEIbHOCTH. TEepMUH «3PrOHOMUKa» ObLI NpUHAT B BenukoOpuranuu B 1949
roay/ B CCCP B 1920-¢ rozipl mpeajiaragioch Ha3BaHUE «IPTOJOTUS.

CoBpeMeHHas SproHOMHUKA W3yJaeT JEHCTBHS YeJoBeKa B mporecce padoThl,
CKOpPOCTb ~ OCBOGHMSI MM  HOBOM  TEXHMKHM, 3aTpaTbl €ro  SHEPruw,
MIPOU3BOIUTEIILHOCTh U MHTEHCUBHOCTh TIPU KOHKPETHBIX BUAX JEATEITLHOCTH.

WNupopmartuka onpeneisier chepy 4eaI0BeUeCKON 1eATENbHOCTH, CBI3aHHYIO
C MpolieccaMu XpaHEeHUs, MpeoOpa3oBaHus U Nepeaadd HHPOPMAIUH C TTOMOIIBIO
KoMmmbpioTepa. B mporecce n3ydeHus: mHPOPMATHKKA HAZ0 HE TOJIBKO HAYYUTHCS
paboTaTh Ha KOMIBIOTEPE, HO U YMEThH IIEJICHANIPABIEHHO €Tr0 UCIOJIb30BaTh IS
MO3HAHMS U CO3UIAHMS OKPYXKAIOIIero Hac Mupa. B cBs3u ¢ Tem, uTo Bc€ OoJbIme
Jr0Ae MPOBOJAT MHOTO BPEMEHHU Mepe] KOMIIbIOTEPHBIMU MOHUTOpPAMH, YUEHbIE
MHOTHX O0O0JIacTel, BKJIFOYAas aHATOMHIO, TICUXOJIOTUIO U OXpaHy OKpyKaromien
Cpellbl, BOBJICKAIOTCS B W3Yy4Y€HUE MPABUIBHBIX, C TOYKH 3PEHUS] IPTrOHOMHUKH,
YCJIOBU paOOTHI.

['maBHOM YacThIO MPOPUIAKTUYECKUX MEPOIIPUSATUN B SPrOHOMUKE SIBIIAETCS
MpaBHJIbHAS TIOCAIKA.

Pabouee mecTo

Uto0sl 3aHUMATHCS OBUIO KOM(OPTHO, YTOOBI HE HAHECTH BpENa CBOEMY
3JI0pPOBBIO, BbI TOJKHBI yMETh NMPaBUIILHO OPraHU30BaTh CBOE paboyee MecTo.

[IpaBunwHass pabouas mo3a (cM. pucCyHOK 1) mo3BoisieT wu30eraTh
NEepeHaIPsHKEHUS MBIIIL, CIIOCOOCTBYET JyUllleMy KPOBOTOKY U JbIXaHHUIO.



Pucynox 1 — [IpaBunbsHas pabouast mo3a

HeraTtuBHble mocJjeacTtBusi padoTbl 32 MOHMTOPOM BO3HHKAKT HM3-32
TOT'0, YTO:

a) Haml TJ1a3 TpeJHa3HA4YeH /I BOCHPHUITHS OTPaKEHHOTO CBETa, a HE
U3JIy4aeMOoro, Kak B CJIydyae ¢ MOHUTOPOM (TEJIEBU30POM);

0) MOIB30BATEIO MIPUXOAUTCS BIUISAIBIBATHCSA B JIUHUW U OYKBBI Ha dKpaHe,
YTO MPUBOJUT K MOBBIICHHOMY HAIPSKEHUIO T1a3HBIX.

3. CucremMa rurueHU4eCKux TpedoBaHui

JlnutenbHas paboTa ¢ KOMIIBIOTEPOM MOKET MPUBOJUTH K PaccTpOMCTBaM
COCTOSIHUS 37I0POBBSI.

KpatkoBpemeHnHass paboTa ¢ KOMIBIOTEPOM, YCTAHOBJIEHHBIM C TPYOBIMH
HapyLIEHUsM TUTMEHWYECKHMX HOPM M TPaBWI, NPHUBOJUT K IOBBIIIEHHOMY
YTOMJIEHUIO.

BpenHoe BO31elCTBHE KOMIBIOTEPHOW CUCTEMBI Ha OpPraHU3M YeJIOBEKa
SBJISIETCS] KOMIUIEKCHBIM:

— TapamMeTpbl MOHUTOPA OKA3bIBAIOT BIUSHKUE HA OPraHbl 3pEHUS
— o0opymoBaH#e pabodero MecTa BIUSET HAa OpPTraHbl OMIOPHO-/IBUTATEIHLHOM

CHCTCMBbI



— XapakTep pacmojoXeHus o0OpyAOBaHHS B KOMIBIOTEPHOM KIlacce u
PEXHUM €ro HCIONb30BaHUS BIHMSIET Kak Ha o0Iiee NCUXO()HU3UOIOTHIECKOE
COCTOSIHME OpraHU3Ma, TaK U UM OpraHbl 3pEHUSI.

IpaBuabHas padoyasi mo3a (CM. pUCYHOK 2)
— Crenyer cuaeTh mpsMo (HE CYTYJISICh) M ONMUPAThCS CIIMHON O CIHUHKY

kpecna. [Iporudars ciMHy B MOSICHUYHOM OTJAEJIE HY)KHO HE Ha3al, a, Hao0OopoT,
HEMHOTO B IIepe.

— Konenu — Ha ypoBHe Oesep WM HEMHOTro Huxe. [Ipyu TakoM MOJI0KEHUH
HOT HE BO3HHUKAET HAINPSYKEHUE MBIIIILI.

— Henw3st ckpemuBaTh HOTH, KIJIACTh HOTY Ha HOTY — 3TO HapyllaeT
MUPKYJISIUIO KPOBU M3-3a CAABJIMBAHUS cOCyNOB. Jlydiie nepkarh o0e CTOmbl Ha
MOACTABKE WM MOJIY.

— Heobxomumo coxpansate mnpsmoir yroa (900) B o0sacTu JIOKTEBBIX,
Ta300€JPEHHBIX 1 TOJICHOCTOIHBIX CYCTaBOB.

— DKpaH MOHHTOpa JOJDKEH HaXOJWUThCS OT TJIa3 MOJIb30BaTENIsl Ha
onTuMaabHOM pacctosiHuu 60-70 cMm, HO He Ommke 50 cM ¢ y4yeToM pa3MepoB
anpaBUTHO-IIM(GPOBBIX 3HAKOB U CUMBOJIOB.

— He pacnonaraiite psioM ¢ MOHUTOPOM OJIECTSIIIIME U OTPAXKAIOIIAE CBET
peaMEeThI

— TToBepXHOCTh IKpaHa JOJKHA ObITh YUCTOM U 0€3 CBETOBBIX OJIMKOB.



Pucynok 2 — CpaBHeHME NMPaBUIILHON M HE MPABUIILHOM MO3BI ITPU padoTe 3a
KOMIIBIOTEPOM

4. PecypcocOepesxkenue

PecypcocOepexxenrie — 3TO OCHOBHasi pe3yiapTupytomas uactb HTII
(Hay4YHO-TEXHUYECKOT0 Mporpecca), MpeCTaBIIsitoniasi CoO0H 3K0JI0ro-ColraibHO-
IKOHOMHUYECKUH A((PEKT, MOTydeHHBIH 3a CUET palMOHAIM3AIUU TMOTPEOICHUS
peCypcoB.

B HacTosmiee BpeMsi BOIIPOCHI pecypcocOepekeHHsl MpHOOPETa0T 0CO0YIO
aKTyalbHOCTh. PecypcocOepexxeHne paccMaTpuBaeTCsi B y3KOM CMBICIIE Kak
MEPOTIPUATHS TI0 W3BICKAaHUIO PE3EPBOB HA OCHOBE CHMKCHHS OTXOJOB M MOTEPh.
CymrHocTh pecypcocOeperaroiieid JesTeIbHOCTH 3aKJII0YaeTCsl B KOMIUIEKCHOM
WCITOJIb30BAaHUU PECYpPCOB, MAaKCHMaJIbHOM YCTPAaHCHHH BCEX BHUIOB TOTEPb,
BO3MOXKHO 00Jiee TIOJIHOM BOBJICYCHHH B XO3SWCTBEHHBIH OOOPOT BTOPUYHBIX
MaTepUANTbHBIX W JHEPreTHYECKUX pecypcoB. lleHTpanbHBIMU  3BEHBSIMU
pecypcocOepexeHuss SBISIIOTCS SKOHOMHKA, TEXHHUKA, TEXHOJIOTHS W DKOJOTHS,
MIOCKOJIBKY pecypcocOeperammuid  moaxo MpeanojiaracT pean3aiuio IIeJIoTo
KOMITJIEKCA 3a/1a4, OXBATHIBAIOIIMX 3TH YEThIPE 00JIaCTH 3HAHUI:

1. JxoHommuueckast 3agada:  omnpegeneHue  dQPekTuBHBIX  Hopm

OpraHW3allud TPOU3BOJICTBA, TOCTOSHHBIM y4YeT HaIW4us, JBWKEHUA W
pacxo/IoBaHUsl PECYpCOB, YIpPaBIEHUE 3aTpaTaMH, BHEIPEHHUE MPOTPECCHUBHBIX

CTUMYJIOB SKOHOMHH PECYPCOB, MOJIUTUKU IEHOOOPa30BaHUs U COBITA.



2. Texnuveckas 3ajava: HAy4HO 00OCHOBAHHBIM BBIOOD
PECYPCOPKOHOMHUYHBIX TEXHHMYECKUX CPEACTB Ha CTaAuAX IMPOU3BOJICTBA U
HKCIUTYyaTallMi ¢ ONTHUMAJbHBIMU MOKAa3aTeNIIMHU JIOJITOBEYHOCTH, O€30TKA3HOCTH,
PEMOHTOTPUTOTHOCTH M COXPAHSIEMOCTH.

3. TexHoiornueckas 3ajaava: pa3paboTka 0€30TXOIHBIX 51
MaJOOIEPAIlMOHHBIX ~ TEXHOJOTUH, OO0EeCHeuYMBAIOUX TPU  MHUHUMAIBLHOM
NOTPeOJICHUN pecypcoB dbopmupoBaHue TpeOyeMbIX Ka4E€CTBEHHBIX
XapaKTEPUCTUK MPOU3BOIUMOMN MPOTYKIIUH.

4. Jkoaornyeckas 3aa4a: yCTaHOBIICHHE TAPMOHUYHOTO B3aUMOJICHCTBUS
arpoOIPOMBIIUICHHOTO IPOU3BOJCTBA C OKPYXKAIOIIEM CpeIoM Ha OCHOBE
BOCCTAHOBJICHHSI TIOUBEHHOTO IUIOAOPOUS, SHEPropeCypcoB, BOJHOrO OajaHca U

MHHEPAJIBLHBIX PECYPCOB.

5. 3amura undopmauuu

NupopmanuonHass 0e30MaCHOCTL — COBOKYIIHOCTb MEp II0 3aIllUTe
MH(OPMAIMOHHOW cpebl 00IECTBA U YETOBEKA.

NudopmanuoHHbie yrposbi:

1. npenHaMepeHHbIE:

~ XuueHue uHpopmaluu;

~ KOMITIbIOTEpHBIE BUPYCHI;

~ (pusmyeckoe BO3/EICTBIE HA annaparypy
2. cllydaiHbIe:

— OIIMOKH MOJIL30BATEIIS;

~ OMmMOKH B MPOTPaMMHUPOBAHNH;

~ OTKa3, cOoM anmnaparypsl;

- ¢opc-MaKOpHBIE 00CTOSITEIHCTBA

YpoBHU cOOMI0IeHUs] pekuMa HHHOPMAIIMOHHON 0€30MMacHOCTH:
— 3aKOHOATEJbHBIH YPOBEHb: 3aKOHBI, HOPMATHBHBIC AaKThI,

CTaHaapThl U T.II.



- MOPAJIbHO-3THYECKUI  yYpPOBeHb:  HOPMbBI  TOBEACHUS,
HECOOIOICHHE KOTOPBIX BEIeT K TMaJeHUI0 TPEeCTUkKa KOHKPETHOTO
YeJIoBeKa WM LIEeJION OpraHu3aluy;

- aIMUHUCTPATUBHBIH yPOBeHb: JCHCTBUS OOIIET0 XapakTepa,
NpeANPUHUMAEMbIE PYKOBOJICTBOM OpraHU3alluu;

- ¢pu3nyeckuii  ypoBeHb:  MEXaHUYECKHE, DJJEKTPO- U
AIEKTPOHHO-MEXAHUUECKUE  TPEMSTCTBUS  HAa  BO3MOXHBIX  IYTSAX
MPOHUKHOBEHUS MOTCHIIMAIBHBIX HAPYIIUTENCH;

— annapaTHO-NPOrpaMMHbIii YPOBEHb: AIEKTPOHHBIE
YCTPOMCTBA U CIEIUaIbHBIE MPOTPAMMBI 3aIIUTHI HH(DOPMAIUH.

YennoBeKy CBOMCTBEHHO omubaThcs. JlI000e TEXHHYECKOe YCTPOMCTBO
TaK)K€ IOJIBEP)KEHO COOsM, IOJIOMKaM, BIMSHHMIO TioMex. Omubka MOXKeT
OPOM30NTH MpU peanu3aluuu Jr00ro MHGOpPMaLMOHHOTO mpouecca. Benmka
BEPOATHOCTb OLUIMOKHU IIPU KOJMPOBAHUU HH(popManuu, e€ 00paboTke U nepeaaye.
Pesynbrarom OmMOKM MOXET CTaThb IMOTEPS HYXKHBIX JaHHBIX, HPUHATUE
OLIMOOYHOTO PEIICHHUS, aBapUHASI CUTYyalUs.

B oOmectBe xpanutcs, mnepemaércs U o0OpabaTbIBaeTcs OTrPOMHOE
KOJIMYECTBO MH(OPMALIMK U OTYACTU MO3TOMY COBPEMEHHBIA MUP OYEHb XPYIOK,
B3aMMOCBS3aH M B3auMo3aBHcUM. MHdopmanus, mupkynupyoomas B CUCTEMax
yIpaBJICHUS U CBS3H, CIIOCOOHA BBI3BaTh KPYMHOMAacCUITaOHbIE aBapuH, BOCHHbIE
KOH(JIMKTHI, 1€30praHu3alrI0 JACSITebHOCTH HAayYHBIX LIEHTPOB U J1a0OpaTOpHid,
pa3opeHue OaHKOB U KOMMEpUecKUx opranuzanuii. [loaromy nupopmaino HyKHO
YMETh 3alUIIaTh OT UCKAXKEHHUS, IOTEPH, YTEUKHU, HENETaJbHOTO UCIOJIb30BaHUS.

[Tpumep. B 1983 roay nmpou3onno HAaBOJAHEHHWE B IOT0O-3alaJHON YacTH
CIHIA. ITpuunHO#M cTan KOMIBIOTEP, B KOTOPbIM ObLIM BBEAEHBI HEBEPHBIC TAHHBIE
O T1orojae, B pe3yjibTare dYero OH Jajl OWIMOOYHBIM CHTHAJ [UII03aM,
nepekpsiBatouM peky Kosopano.

IIpumep. B 1971 ronmy Ha HBIO-HOPKCKOW JKEJIE3HOM aopore ucyesnu 352
BaroHa. [IpectynHuk Bocmosnb3oBasics MHGOpMaUell BBIYUCIUTEIBHOTO LIEHTPA,
YOPaBISIONIEro paboTON KEJIE3HOM JOpOrd, M HM3MEHWI ajpeca Ha3zHaueHUs
BaroHoB. Hanec&nHsIil yiep0 coctaBuil 00Jiee MUJIMOHA JIOJIAPOB.

Pa3BuTHE MPOMBIIUIEHHBIX MPOU3BOJICTB MPUHECIO OTPOMHOE KOJUYECTBO
HOBBIX 3HAHUW, U OJTHOBPEMEHHO BO3HUKJIIO YKEJIaHUE YaCTh 3TUX 3HAHWUW XPAHUTD
OT KOHKYPEHTOB, 3aliuuiaTh ux. MHopmamnms AaBHO yxke cTajla MPOIYKTOM H
TOBapOM, KOTOPBII MOXHO KYIUTh, POJIaTh, OOMEHATh Ha 4TO-TO Apyroe. Kak u
BCSKHI TOBap, OHA TPEOyeT MPUMEHEHUS CIeIMATbHBIX METOJIOB JIJIsl OOeCcTeueHus



coxpaHHocTH. B wuH(pOpMaTnke B HaumOONBIIEH CTENEHH pPAaCCMATPUBAIOTCS
OCHOBHBIC BHUIBl 3alUTHl WH(pOpManmuu Tpu paboTe HA KOMIBIOTEPE U B
TEJICKOMMYHUKAIIMOHHBIX CETSX.

KoMmmbioTepsl — 3TO TEXHUYECKHE YCTPONCTBA Il OBICTPOM W TOYHOMH
(6e30mmbouHOIT) 00paboTKH OONMBIIMX 00BEMOB HMH(OPMALUKA CAMOTO Pa3HOTO
Buga. OHM JIOMAalTCs, a MPOrpaMMHOE OOeCHedeHUe CO3/1aBaeMoe JIFOJbMH,
CHOCOOHO OIINOAaTHCS.

KoHcTpykTopel ¥ pa3pabOTYMKM  anmapaTHOrO W IPOTPaAMMHOTO
oOeCriedyeHrs TMPUIAraloT HeMajao YCWIHHA, 4YTOoObl O00eCHednuTh 3alluTy
nHpopmaruu:

- oT c00eB 000pyIOBaHUS;

- OT CIOydyalHOM TIOTepHM WM HCKaXKEeHUs UHGOpMaInH,
XpaHALIENUCcs B KOMIIBIOTEPE;

- OT MPEIHAMEPEHHOI0 UCKAKEHUS, POU3BOJUMOT0, HAIIPUMED,
KOMIIBIOTEPHBIMH BUPYCAMU;

- OT HECAHKIIMOHUPOBAHHOTO (HEJEerajJpHOro) JocTyna K
uHopMainu (e€ UCIOIb30BaAHUS, U3BMEHEHUSI, PACIIPOCTPAHEHUS ).

K MHoroumcieHHbM, naneko He 0€300UIHBIM OIMOKaM KOMITbIOTEPOB
no0aBuIach U KOMITBIOTEpHAS! MPECTYITHOCTh, TPO3SIIas epepacTu B mpobiemy,
PKOHOMHYECKHE, MOJUTHYECKHE M BOCHHBIC TOCICICTBUS KOTOPOW MOTYT CTaTh
KaTacTPpOPUUECKUMHU.

[Ipy 3ammure uHpopManmum OT c00eB O00OPYIOBAHUSI HCIIOJIB3YIOTCS
CJIEyIOIlIE€ OCHOBHbIE METO/IbI:

— IIEPUOJINYECKOE APXMBUPOBAHUE ITPOTPAMM U TAHHBIX;
— aBTOMAaTH4YECKoe pe3epBupoBanue (QaitioB. PesepBupoBanue ¢aiiios
IIMPOKO UCIOJIb3YETCSI, B YACTHOCTH, B 0AaHKOBCKOM JIEJIE.

3ammra oOT CcJay4ailHOM MOTEepPH MJIM HCKAaKeHus uHopmanmu,
XPaHsLIECHC B KOMIIBIOTEPE, CBOAUTCA K CICAYIOIIUM METOAAM:
— ABTOMATHUYECKOMY 3alpoCy Ha MOATBEPKACHUE KOMAHJbI, IPUBOIALIEH K

W3MEHEHUIO COJICPKUMOTr0 Kakoro-ianoo (aitna. Ecnu BBl XoTUTe yaanuTh (aiin
WM Pa3MECTUTh HOBBIN (Dailyl 1MOoJ MMEHEM YXKe CYIIEeCTBYIOIIETO, Ha JKpaHe
JIACILIeS TOSIBUTCS JMAJIOTOBOE OKHO C TPEOOBAHUEM MOATBEPXKICHHUS KOMAaHbI

1100 €€ OTMEHEI;



— YCTAaHOBKE CHEIUaIbHBIX aTpUOYTOB MOKyMEHTOB. Hampumep, MHOTHE
MIPOTPAMMBI-PEAAKTOPHI MO3BOJISIOT CAENATh JTOKYMEHT JOCTYIHBIM TOJBKO JIJIS
YTEHUS UM CKPBITH (aiiil, ceIaB HeJOCTYITHBIM €r0 UM B porpaMMax paboThI ¢
baitnamu;

— BO3MOXXHOCTH OTMEHHUTH TOCIEAHUE IEHCTBUA. Ecnmu BBI pemaktupyerte
JIOKYMEHT, TO MOJKETE MOJIb30BaThCs (YHKIIMEH OTMEHBI TOCICIHETO JCWCTBUS
VI TPYTIIBI ACHCTBHIA, UMEIOIICHCS BO BCEX COBPEMEHHBIX PEIaKTOPaXx.

JUis  3amuTbl  MHGPOPMALMM OT HECAHKIMOHUPOBAHHOIO J0CTYyIA
UCIOJIb3YIOT:
— mudpoBanue (mpeoOpa3oBaHMe HHPOpMaALUHU, HCKIKOHaromee e

MPOYTCHUE TMOCTOPOHHUM JMioM). Kpumnronoruss pasnensercss Ha JBa
HarpaBJeHus: — Kpunrtorpaguio U KpunroaHanu3. Kpunrorpadus 3aHuMaercs
MOMCKOM M HCCleAoBaHUEM MeToJoB mudpoBanus uHbopmanuu. OHa naér
BO3MOXXHOCTh MTPe00pa30BbIBaTh MH(MOPMALIUIO TAKUM 00pa3oM, UYTO €€ MPOUYTEHUE
(BOCCTaHOBJIEHHE) BO3MOXKHO TOJIbKO TpHU 3HAaHWMU KiIo4a. Kpunroananus
3aHUMAETCSl HUCCIEJOBAHUEM BO3MOXKHOCTEM pacmmdppoBku uHDOpManuu 06e€3
3HAHMS KJIIOUECH;

— npumeHeHne napodieid. [Taponu mo3BoJISIFIOT KOHTPOJIUPOBATh JOCTYH KaK
K KOMITbIOTEpaM, TaKk U K OTACJIBHBIM Mporpammam win ¢aiinam. K coxanenuro,
WHOT/Ia TMapojib yJaeTcs yraaarh, noaodpars. CylecTBYIOT HNpOrpaMMHbIC
CPEACTBA OT «BCKPBITHUSD) MApOJICH.

I[JISI 3allIMThI OT BUPYCOB MOXXHO HUCIIOJIb30BATh!:
— O6HH/IC METOAbI 3alllUTHI I/IH(l)OpMaI_[I/II/I, KOTOPBIC IIOJIC3HBI TAKKC KakK

CTpaxoBKa OT (PU3UYECKON MOpUYM THUCKOB, HEMPABWIHBHO pa0OTAIOIIUX MPOTPaMM
WJIA OIIIMOOYHBIX JIEMCTBUH MOJIL30BATEN;

— OpoPUIaKTUYECKHUE MEPbI, IMO3BOJISIONINE YMEHBIIUTh BEPOSTHOCTH
3apaX€HUsI BUPYCOM;

— CIELUAIM3UPOBAHHBIE AaHTUBUPYCHBIE IPOTPAMMBI.

Jisi  npenoTBpallleHUsl  HeJIETaJibHOr0  KomupoBaHusi  (aiiyoB
UCIIOJIb3YIOTCS:



— CHelUaJIbHbIC MIpOrpaMMHO-annapaTHbIe Cpe/ACTBa, Hanpumep
«AIIEKTPOHHBIE 3aMKW», TTO3BOJISIIOLIUE CAENATh C JUCKA HE 00Jiee YyCTaHOBIEHHOTO
Yyciia KOMUW, WIM JAIolIie BO3MOXHOCTh padoTaTh C MPOrpaMMoOil TOIBKO MpU
YCIOBUM, YTO K CHEIUAIbHOMY pa3bEMy CHCTEMHOTO OJ0Ka MOAKIIOYEHO
YCTPOUCTBO (OOBIYHO MHMKpOCXEMa), TOCTABISIEMOE BMECTE C JieTaJbHBIMU
KOIUSMHU IPOTPaAMM.

CymectByloT ¥ JApyrue  METOABbl  3allluThl, B  YaCTHOCTH,
aJIMMHHMCTPATHBHbIC U IPABOOXPAHUTEJIbHBIE.

Obecnieyursr HAAEKHYIO 3amUTY HHGOPMALMH MOXKET TOJbKO
NPUMEHEHNEe KOMILJIEKCA CAMBIX Pa3HOOOPA3HbIX METO/10B.

6. AHTUBUpYCHAA 3alIUTA

KonuuectBo o€, oJIb3YIOMUXCS KOMIIBIOTEPOM U COTOBBIM TeIe(OHOM,
UMEIOIIUM BbIXOJ B VHTEpHET, NOCTOSHHO pacTeT. 3HA4YMUT, BO3pPACTaET
BO3MOXKHOCTh OOMEHa JaHHBIMH MEXIY HUMH IO AJIEKTPOHHOM IMOYTE U Yepe3
BcemupHyro ceTb. OTO NPHUBOAWUT K POCTY YIpO3bl 3apa)K€HUS KOMIIbIOTEpa
BUpPYCaMH, a TaKXe MOPYM WIM XHUIIEHUS WHGOPMAIIUU Yy>KUMH BPEJOHOCHBIMU
nporpaMMamu, Belb OCHOBHBIMH HMCTOYHHUKAMU PACTIPOCTPAHEHUS] BPEIOHOCHBIX
nporpamMm SIBIISIFOTCS  3JeKTpoHHass noura W  HWurepHer. He wuckmtouaercs
BO3MOYKHOCTb 3apaKEHUS U Yepe3 CheMHbIE HOCUTEIH.

KoMunboTepHblii BUPYC — 3TO LEJIEHANPABICHHO CO3JaHHas Mporpamma,
aBTOMATUYECKH TMPUIUCKHIBAIONMIAs ce0s K JAPYrMM MPOTrPAMMHBIM TPOIYKTaM,
M3MEHAIONIAsl U YHUYTOKAOIIAS UX.

KomnprloTepHbsie BHUpPYChl MOTYT 3apa3uTh KOMIIBIOTEPHBIE MPOTPAMMBI,
MPUBECTH K MOTEPE JAHHBIX U JIa)K€ BHIBECTU KOMITBIOTEP U3 CTPOS.

KommbloTepHbie BUPYCHI MOTYT paclpOCTPaHATHCS W MPOHUKATH B
omnepaloHHyo u (QaiinoByio cucremy IIK Toiapko depe3 BHENIHHE HOCUTEIU
(kecTkuit W  TUOKMH  JUCKW, KOMIIAKT-AUCKH) W  4Yepe3  CpeAcTBa
MEKKOMIBIOTEPHON KOMMYHUKAIUU.

IIpu3Haku nposiBJieHUsS] BUPYCOB:

— HEeMpaBWIbHAsI pab0Ta HOPMAIHHO PAOOTAIOIIUX MPOTPAMM

— MemenHas pabora [TK
— YacThle 3aBUCaHus U coou B padote 1K
— HU3MEHEHUe pa3MepoB (aiiioB

— HCYC3HOBCHHC q)aﬁJIOB N KaTaJIOI'OB



— HCOXMJAHHOC YBCIIMYCHUC KOJINYCCTBO (baﬁHOB Ha JUCKEC

— yYMEHbIIIEHHE pa3MePOB CBOOOIHON OMEepaTUBHON MaMsITH

BBIBOJ] Ha 9KPaH HEOKUTAHHBIX COOOIICHUI U N300pasKCHHM
1ojJjaya HeMPEeAYCMOTPEHHBIX 3BYKOBBIX CUTHAJIOB

HEBO3MOKHOCTB 3arpy3ku OC

BpeI[OHOCHI)Ie [mporpamMmbl MOXKHO pPa3iCIIMTb Ha TpPpHU KiacCa: YCPBH,

BUPYCHI U TPOSHCKUE TIPOTPAMMBI.
YepBu — 9TO KJIAacc BPEAOHOCHBIX MPOrpaMM, HUCHOIB3YIOUUX IS
pacnpocTpaHeHusi ceTeBble pecypchl. VCONB3yIOT CeTH, AIEKTPOHHYIO MOYTY U

npyrue nHGOPMAIMOHHbBIE KaHAJIbI JIJIS1 3apakKeHUs] KOMITbIOTEPOB.

Bupycbl — 3T0 mporpamMMmsbl, KOTOpBIE 3apa)KalOT APYyrHe Mporpammbl —

N00aBJIIOT B HUX CBOM KOJ, YTOOBI MOJYYUTh YIpaBICHUE MpU 3aIyCKe

3apaK€HHBIX (HalIoB.

TposiHckue mnporpamMmbl  —

IIporpaMmbl, KOTOPLIC BBIIIOJHAKOT HaA

IMopaXaCMbIX KOMIIBIOTCPAX HCCAHKIHMOHHPOBAHHLIC IIOJIB30BATCICM HGﬁCTBHH,
T.€. B 3aBUCHMOCTH OT KaKHX-JIHOO YCJIOBI/Iﬁ YHHUYTOXKAIOT I/IH(l)OpMaI_[HIO Ha

JTUCKAX,
uH(pOpMaIIO

IPUBOIAT CHUCTEMY K

nT.AOo.

3aBUCAHUIO, BOPYIOT KOH(PUACHIUAIBHYIO

Ta6nuna 1 — Kinaccudukanus BupycoB

I1o cpefe|CeTeBbIE [pacpoCTpaHsIOTCS 110 KOMITBIOTEPHOMN CeTH
oduTaHus (aiinosble BHE/IPSIFOTCS B BHITIOJTHACMbBIE (Daiiiibl
3arpy304HbIe BHE/IPSIIOTCA B 3arpy304HbIi cekTop nucka (Boot-cextop)
¢aitnoso- BHE/IPSIIOTCA B BBINOJHSIEMble (DAl U B 3arpy30UHBI CEKTOP
3arpy3o4ble mucka
CHCTEMHLIC MPOHUKAIOT B CHCTEMHbIE MOAYIM H JpaiiBephl MepruepruiHbIX
YCTPOMCTB, TOPaKatOT MPOTPaMMBI-MHTEPIIPETATOPHI
I1o croco0y|pe3nICHTHBIE HAXOJATCS B AMSATH, aKTUBHBI JIO BBIKITIOUEHHUS KOMITbIOTEPA
3apaMKeHust HEPE3UJECHTHBIE  |HE 3apakaloT NIaMsATh, SIBJISIOTCS aKTUBHBIMU OIPaHUYEHHOE BpEMs
1o Sesppene MPAaKTHYECKH HE BIHMSAIOT Ha paboTy; YMEHBIIAIOT CBOOOIHYIO
NeCTPYKTUBHBIM MaMATh Ha JVCKE B PE3YJBTATe CBOETO PACIIPOCTPAHEHUS
BO3MOKHOCTSAM YMEHbIIAIOT CBOOOTHYTO MaMsITh; C031a10T 3BYKOBBIE,
(o cmocopam|COTACHPIE rpaduueckue u npoune 3PpQeKTr
BO3NEHCTBUSA) | nacype MOTYT NPUBECTH K CEPbE3HBIM COOSIM B paboTe
OUEHb OIMACHBIE  |[MOTYT IIPUBECTHU K OTEPE MPOrPaMM HIIM CHCTEMHBIX JaHHBIX
I1o BHPYCHI- BUPYChI, He wu3MeHsomue (aiasl, co3maor it EXE-¢aiinos
0COOCHHOCTSAM  |[«<CITyTHUKH» ¢aiinbi-cryTHUKY ¢ pacumpennem COM
ajiropurma [pocTeimme [MapasUTUYCCKUE IIPOrpaMMBI, KOTOPBIE U3MEHAIOT COLECPKUMOE
BHpYCa BUPYCHI (aiiioB U CEKTOPOB AMCKA U MOTYT OBITH JIETKO OOHAPYKEHBI

Petpo-Bupychl

0ObIyHBIE  (hailIOBBIE BUPYCHI,
AHTHBUPYCHBIC  TIPOTPaMMBbI,
HEepabOTOCTIOCOOHBIMHU

KOTOPBIC TMBITAOTCA 3apa3suTb
YHHUYTOXast ux, nim Jacias




PaCIpPOCTPAHSIFOTCS TIO0 CETH, PACCHUIAIOT CBOM KOIIMHU, BBIYUCIISAS
[PEIUTMKATOpHBIE, |ceTeBbIe ajapeca. JTO caMble PacHpOCTPAaHEHHBIE B BHUPTYalbHOM
BHPYCHI-IEPBU» |ceTH BUPYCHL. OHM 0YeHb OBICTPO «pa3MHOXKAIOTCS». MIHOTA HaroT
CBOMM KOITHSM OTJeNbHbIC UMeHa. Hanpumep, «install.exe».

(IMaPaASUTUICCKUCH|UBMCHAIOT COACPIKUMOC JUCKOBBIX CCKTOPOB UIIN (baﬁJIOB

«CTYACHYECKUC) (MIPUMUTHB, COACPIKAT 0OITBIIIOE KOJUYECTBO OIIMOOK

ATO (haiiIoBbIe BUPYCHI, KOTOPBIX AHTHBHPYCHBIC MPOTPaMMbI HE
HAXOJST, MOTOMY YTO BO BpEMs MPOBEPKU OHU (anbCUDUIUPYIOT
orBer. OHM mepexBaThiBaloT oOpamieans DOS K mopakeHHBIM
dalimaM WIH  ceKTopaM H  TIOJCTaBIISIIOT  BMECTO  ce0s
He3apaKEHHBIC YYaCTKH

«CTEJICH-BUPYCHI
(HEeBUIAMMKH)

HC HUMCIOT HHU OJHOTO IIOCTOSAHHOT'O y4dacCTKa Kozaa,

BHPYCHI-TTPU3PAKH
py PH3p TPYJHOOOHAPYKMBACMBI, OCHOBHOE TEJIO BUpYyCa 3amnupoBaHO

MMUINYTCd HE B MAIIMHHBIX KOJaX, a Ha WordBasic, JKHUBYT B

MaKpOBHPYCHI
POBHPY moxymeHTax Word, mepenuceiBatoT ce0s B madion Normal.dot

TO BHPYCHI, HE CIIOCOOHBIE K «Pa3MHOKEHHUIOY.

TposiHCKass mporpaMma MacKUpyeTcs TMOJ  IOJIE3HYI0 WM
WHTEPEeCHYI0O  TPOTpaMMy, BBIIOJHSIS BO  BpeMsl  CBOETO
(YHKIMOHUPOBaHUS €IIé U pa3pylIUTENbHYI0 padoTy (Hampumep,
KBa3UBUpPYCHBIE, [cTupaeT FAT-tabmuity) wnmm coOupaeT Ha KOMIBIOTEpE HE
I «TPOSIHCKME» [MOAJIEKAILYI0 pasMiameHuio uHpopMmanuio. B omimume ot
BUPYCOB, TpPOSIHCKHE TMpOrpaMMbl He OO0JIafaloT CBOMCTBOM
CaMOBOCIIPOM3BOJICTBA.

TposiHCKass TporpamMma MacKHpyeTcs, Kak INpaBWiIO, IIO0A
KOMMEPYECKUI IPOAYKT. E€ npyroe Ha3BaHUE «TPOSHCKUI KOHBY.

[IPOrpaMMbl,  KOTOpbIE  3aIlyCKAIOTCA INpPU  OINPEHEIIEHHBIX

moruueckue BPEMEHHBIX WM WHPOPMAUOHHBIX YCIOBHSX JUISL OCYIICCTBICHUS

OOMOBI BPEIOHOCHBIX JACHCTBUH (KaKk NpPaBHJIO, HECAHKLIMOHUPOBAHHOTO
mocTyna K HHGOPMAaLUH, UCKKEHHUS WIIM YHUUTOXECHUS TaHHBIX )
9TO OJIVH u3 BUJIOB BUPYCOB, CIOCOOHBIX K

MYTaHTBI camoBocnpou3BefieHni0. OHAKO MX KOMUS SIBHO OTJIMYAeTcs OT
OpUTHHAJA.

Jis oOHapyXeHMsl, yNajleHHss W 3allUThl OT KOMIBIOTEPHBIX BHUPYCOB
pa3paboTaHO HECKOJIBKO BHJIOB CHELHUAIBHBIX MPOTPAMM, KOTOpbIE MO3BOJSIOT
oOHapyXMBaTb M YHHUYTOXKaThb BHUpYCbl. Takue nporpaMMbl Ha3bIBAIOTCSA
AHTHBHPYCHBIMM.

IIporpaMMbI-1eTeKTOPbI  OCYIIECTBIISIOT TMOUCK  XapakTEpHOW  Jis
KOHKPETHOTO BHUpYCa CHUTHATYphl B ONEpPAaTUBHOW NaMATH M (Qailnax u mnpu
OOHapy’>KeHHH BBIJAIOT COOTBETCTBYIOIIME coobOuienne. HemoctaTkom Takux
AHTUBUPYCHBIX MPOrpamMM SIBJISIETCS TO, YTO OHHM MOTYT HAaxOIMUTh TOJIBKO Te€
BUPYChI, KOTOPbIE U3BECTHHI pa3pabOTUMKAM TaAKUX MIPOrPAMM.

IIporpamMbI-1oKTOpa WM (UIATH HE TOJBKO HAXOIAT 3apAKEHHBIC
BUpycamMu (ailibl, HO U BO3BpAILAIOT (ailyibl B UCXOAHOE cocTosiHMe. B Hauane
cBOeil pa®oThl (pyiaru UIIYT BUPYCHl B ONEPATUBHOM MaMATH, YHUUTOXAas WX, U
TOJIBKO 3aTEM MEPEXOAAT K «JIeUEHUI0» (haisIoB.

IIporpaMMbI-peBU30PbI  3aMIOMHUHAIOT HMCXOJHOE COCTOSIHUE MpOrpam,
KAaTaJIOTOB M CUCTEMHBIX OOJacTeil IHMCKa TOI/a, KOIrJa KOMIIBIOTEP HE 3apa)KeH



BUPYCOM, a 3aT€M IMEPUOJMYECKH WIHM MO JKEJAHUIO IO0Jb30BATENsl CPABHHUBAIOT
TEKYIllee COCTOSIHUE ¢ UCXOAHbIM. OOHapyXE€HUE N3MEHEHUS BBIBOAUTCA HA SKPaH
MOHHTOPA.

IIporpaMmMbI-pUIBTPBI UIM CTOPOKA, MPEIACTABISAIOT COOOH HEOOJbIINE
PE3UIEHTHBIE IPOrPaMMBbI, IIPEIHa3HAYECHHbIE 111 OOHAPYKEHUS MOJ03PUTEIbHBIX
JEHCTBUM pU paboTe KOMIBIOTEPA, XapaKTEPHBIX ISl BAPYCOB:

— monbITKa Koppekiuuu (aiinos ¢ pacmupenusmu COM u EXE;

— W3MEHEHHUe aTpuoOyTOB (aiina;

— IpsiMas 3alluch Ha IUCK 10 a0COJIFOTHOMY aJIpecy;

— 3aIlMCh B 3arPy304YHBIE CEKTOpA AUCKA,

— 3arpys3Ka pe3suJeHTHON IIPOrpaMMBl.

— Ilpu mnombITKE BHUPYCHOW AaTakd CTOPOX IOCBUIAET COOOIIEHUE H
MIPEIAraeT 3alpETUTh WX Pa3pEIIUTh COOTBETCTBYIOLINE NEHCTBUSL.

IIporpaMmmbl — BaKIUHBI WIA HMMYHH3aTOPbI — 3TO PE3HJCHTHBIC
IpOrpaMMBl, IPEIOTBPALIAIOIINE 3apaxeHne (Hanos.

JlokTOpa-peBM30pbl — 3TO TUOPUABI PEBU30POB M JOKTOPOB, T.€.
pOrpamMMbl, KOTOpbIE HE TOJbKO OOHApyKHUBAlOT HM3MEHEHHUd B (¢ainax u
CUCTEMHBIX 00JIaCTSAX JIUCKOB, HO U MOTYT, B CIy4yae U3MEHEHHUI, aBTOMATHYECKHU
BEPHYTh UX B UCXOJIHOE COCTOSHUE.

Tabnuua 2 — [Ipumepsl aHTUBUPYCHBIX MPOTPAMM

AntuBupyc Kacnepckoro sBisieTcs, MOXalyl, CaMbIM HM3BECTHBIM
Opennom B Poccun B 0651aCTH 3aIIMTHOTO MPOTPAMMHOTO 00€CTIeUeHHS.

AHTHUBUPYCHBIE IIPOrpaMMbl OTE€YECTBEHHOM KommaHuu «Jlokrop Be6»
TaK)K€ IOJB3YIOTCS IIMPOKOM mMomyisipHOCThIO. AHTHBHpYyCc Dr.Web
UMeeT JaBHIOI MCTOPHIO, OH HMCIIOJIB30BANICS €lIe B T€ BpPEMEHa, KOorja
Ha KOMITBIOTEpaxX CTOsIa onepanroHHas cucrema MS-DOS.

AHTUBHpYCHBbIE pemieHuss komnanuu ESET mmumpoko pacnpoctpaHeHsl
cpenu 3apyOexHBIX MOJIb30BaTEIeH U HAXOASAT CBOUX MPUBEPKEHIIEB U B
Poccun. Ilponykrsl ESET Heckosibko pa3 MmpHU3HABAIMCh MOOEAUTENIMU
pPa3NYHbIX TECTUPOBAHUN, MPOBOJUMBIX JKCIEPTAMU JJS OLEHKHU
APGEKTUBHOCTH  pabOTBl  HpOrpaMM,  NpeAHAa3HAYEHHbIX IS
oOecrnieueHrs 0€30MacHOCTH JIOMAIlIHEr0 KOMIIBIOTEpA.

Avast pa0oTaeT [OBOJBHO OBICTpO, HAXOAWT U yAalseT, HO, K
COKaJICHUIO, HAXOJUT HE BCE.




ABHpa HacTpamBaeTCsi MPOCTO, OOHOBISETCS PETYJISIPHO, CKAHHPYET
OYEHb TINATEIIBHO, MPOBEPsA KaXKAyH MeJIodb. MHHYCHl — CKaHHUPYET
MEJJICHHO, 3apaXEHHbIE (ailyibl pelKo JIEYUT, OOBIYHO YyAalseT, He
CIIPAIIMBAasi I0Jb30BaTENS.

Microsoft Security Essentials HacTpo#ku mpoCTble, HE KalpU3HBIH,
PECypcOB MHOTO HE IOTPEOJIsIeT.

ITOMHUTE!

BAIIA HTH®OPMALIMOHHAS BE3OITACHOCTD 3ABUCHUT
TOJIBKO OT BAIIEXA BAUTEJIbHOCTH!

BOHpOCbI AJIA CAMOKOHTPOJIA:

1. Jlaiite ompezneneHue: 3proHOMHUKA, O€30IAaCHOCTh, T'MTUMEHA, T'MTUMEHa
Tpyada, pabodyee MecTo, paBUIbHas paboyas mo3a.

2. Ilepeuncnure OCHOBHbIE TpeOOBaHMs TUTHMEHBI 0pu padoTe 3a
KOMIIBIOTEPOM.

3. B dem 3akmrouaercss 3ammra uHpopmanuu? Kak MOXHO 3alIUTHUTH
uH(popmanuio?

4. Yto Takoe Bupyc? Kak knaccupuuupyrot BUPYChI?

5. Uro Takoe aHTUBUpYCHas mnporpamma? Kakue BUAbI aHTUBHPYCHBIX
nporpamm ObiBatoT? [IpuBeanTe npuMepsl.

6. UTo OTHOCHUTCS K pecypcocOepexeHno?



