YBakaemble cTyaeHTbI rpymbl b 9-221

Bam Heo0Xx0a1MO BBITIOIHUTH MPaKTHYECKOe 3a1aHre Neo/.

1. ToBrOpwTH NIEKIIHEO Ha TeMy: «baHKoBCcKoe 00ciy»xvBanve. [ [eHTpansHbIi 6aHK PD».

2.Kak dopmupyercs B MO3re 4esnoBeka HENMPEOJoJiMMas TAra K MOKYIKE KaKoro-
1100 TOBapa U Mo4YeMy OHA POXOIUT?

3. [IpuBenuTe mpUMEpbl MOIICHHUYECKUX JEUCTBUM C OAHKOBCKMMH KapTaMu U
NEPEUUCITUTE T€ IAHHbIE, KOTOPhIE MOIICHHUKHU MBITAIOTCS «BBLYIUTHY JTI0O00H IIEHOM.

4. Ilepeuucnute OCHOBHbIC MpU3HAKU (PMHAHCOBOM mupaMujbl. [IpuBeauTe npumepsl
Han0oJIee U3BECTHBIX B UCTOPUM (PMHAHCOBBIX MTUPAMMU/I.

5. [lpuBegure mpuMepbl OOCTOATENBCTB, MPU KOTOPHIX YEJIOBEK IMOJIb3YETCS
kpenutamu oT M®O (MukpoprHaHCOBBIC OpraHU3aIlNN).

OTBETUTH Ha BOIPOCHI TECTA.
6. BrInonHeHHOE 3a/1aHke MPEIOCTABHTh Ha IPOBEPKY B Brjie (hotoordera 1o 24.03.2023r. Ha email:
margomiv1977@inbox.ru C Yeaxennem Memmxosa TarbsiHa BaniepbeBHa.

I Ecrm BO3HMIKHYT BOITPOCHI, 00partiarhes 1o Tenedony: +7959-133-02-54 (garcar, tesierpavm).

[IpakTueckas padora Ne 7

Tema: ®dopmupoBaHHe HABHIKOB 3aIlUThl OT MOIIEHHUYECTBA C OAHKOBCKHUMU
KapTaMH.

Ilens paboThl: pacCMOTPETh OCHOBHBIE PHUCKH TOTEpU JICHET, CBSI3aHHBIE C
HEaJIeKBATHBIM TOTPEOUTENHCKUM TMOBEACHUEM, (PUHAHCOBBIM MOIICHHHUYECTBOM JIMOO

nonajaHyueM B KPEJIUTHYIO Kabaiy.

OO01Me noJI0KEHUs

dUHAHCOBOE MOIIICHHUYECTBO - COBEPIICHHE MPOTHBONPABHBIX JEHCTBUU B cdepe
JICHE)KHOTO OOpallieHuss TyTeM oOMaHa, 3JIOyNOTPeOJICHUs JOBEpPHEM H  JIPYTHX
MaHUITYJISIIUN C 1IeJIbI0 HE3aKOHHOTO 00O0TaIleHHUS.

Bce momennnuectBa B (hMHAHCOBOW cdepe OOBEAMHSIET OMHO: MPECTYMHUKH O€3

IIPUHYXXACHUSA, C COIJIaCHusa CaMHuX J'II-OI[GI\/'I MMOJYy4aroT MX ACHCIKHBIC CPCACTBA. HpI/I 9TOM


mailto:margomtv1977@inbox.ru

MOTEPIEBIINE TyMalOT, YTO MEpeNaloT ATH JeHbI'M B OOMEH Ha Kakue-Tu00 3aKOHHBIE
OJlara — HEIBW)KMMOE HUMYIIECTBO, TOBAaphl B MHTEPHET-Mara3uHax, HACJIEICTBO M T.I.
Ha camoM Jiene ke HUKaKuX «3aKOHHBIX OJiar» HET, JII0JU MPOCTO TEPSIOT CBOM JIEHBIH,
HE MoJly4asi HUYEro B3aMEH. J3JIOYMBINUICHHUKHU )K€ W3HAYaJbHO 3HAKOT, 4YTO OHH
HE UMEIOT HUKAKUX IPABOBBIX OCHOBAHUU JUISl MOJY4YEHUS AEHEr W APYTroro MMYyLIECTBA
OT MOTEPHEBIIMX.

@opMBbI MOLLICHHUYECTBA!

1. ®uHaHCOBBIE MHUpPaMUABI - H3TO MOIICHHUYECKHE CXEMbl [0 MPUHIIUITY
oOecrieueHusi J10X0Ja 4Yepe3 IMPUBICUECHUE JPYTUX YUYACTHUKOB «IUPAMHIBD WIA
BJIOXKEHHUSI TIOJ MPOLEHTHL.. PykoBoguTenu Takux adep YacTo BBIIYMBIBAIOT
HECYUIECTBYIOIUE MPOIYKTHI, a MOCie cOOpa JIEHEr C yYaCTHUKOB MOMPOCTY UCYE3AI0T CO
BceMH cOepexxeHusaMu. bank Poccum BblgenseT crieayrolue BHEIIHWE MPU3HAKH,
CBUJIETENBCTBYIONIME O TOM, YTO OpraHU3alMs WIM Tpynna (U3UYECKUX JIHI[ SBISETCS
«(UHAHCOBOW MUPAMUJION:

- BBIIUIaTa JICHEXKHBIX CPEACTB YYAaCTHUKAM M3 JCHEXKHBIX CPEJICTB, BHECEHHBIX
JOPYTUMH BKIIATUUKaMU;

- orcyrcrBue guneH3un PCDP Poccum (OKIB Poccun) unm banka Poccum Ha
OCYUIECTBJIEHUE IEATETbHOCTH MO MPUBJICUYCHUIO JICHEKHBIX CPECTB,;

- oOelaHne BBICOKOM JIOXOJIHOCTH, B HECKOJIbKO pa3 MPEBBIIAIOIIECH PBHIHOYHBIN
YPOBEHb;

- TApaHTUPOBAHUE TOXOTHOCTH (UTO 3aMPEIEHO Ha PhIHKE IEHHBIX Oymar);

- MaccupoBaHHasi pekiamMa B CMMUM, cetu WuTepHer ¢ oOe€maHMeM BBICOKOM
JOXOJTHOCTH;

- OTCYTCTBUE KaKoW-T100 nHpopMaruu o GMHAHCOBOM TOJIOKEHUH OpraHU3alluu;

- OTCYTCTBHE COOCTBEHHBIX OCHOBHBIX CPEJICTB, IPYTUX JOPOTOCTOSIIUX aKTUBOB;

- OTCYTCTBHE TOYHOI'O ONPEEIEHUS ACSITEIIbHOCTH OpraHUu3alnu.

2. MOIIIEHHUYECTBO  C HCIOJIb30BaHMEM OaHKOBCKUX KapT — CKUMMHUHT,

MHTEPHET-MOILIEHHUYECTBA

CKMMMHUHT — YCTaHOBKAa Ha OaHKOMAThl HEIITATHOrO 000pYyaOBaHHS (CKHMMEpPOB),
KOTOpOE€ TMO03BOJIsieT (UKCUPOBATH JaHHblE OAHKOBCKOW KapThl (MHGOpMaLHMIO C
MarHMTHOW TI0JOChI OAaHKOBCKOM KapThl M BBOAWUMBIA MHH-KOJ) JUIS IOCJEIYOIIETO
XUIIEHUS IEHEKHBIX CPEICTB CO cUeTa OAHKOBCKOM KapT.

3. KubepmMonieHHU4eCTBO

Oummar  (aari. phishing) — 2T0  TEXHONOrWS HMHTEPHET-MOIIEHHUYECTBA,



3aKJTIOYAIONIASACS B KpPaKe JIMYHBIX KOH(PUIACHIIMAIBHBIX [TaHHBIX, TAKUX KaK MapOJH
J0CTYIa, JTaHHble OAHKOBCKUX U UACHTHU(UKAIMOHHBIX KapT, MOCPEICTBOM CIAMEPCKO
PaCCBUIKH HJIM TIOYTOBBIX YepBeil. briBaeT mMOYTOBBIN, OHIAMHOBBIN, KOMOMHUPOBAHHBIN.

Bumuar  (ammn.  vishing) — 93T0  TEXHOJIOTHS  MHTEPHETMOIICHHHYECTBA,
3aKJII0YAIONIAsACSd B MCIOJIb30BAaHUM aBTOHAOMparened U BO3MOXKHOCTEH HWHTEpHET-
TeneOHUU Il KPaKWA JIMYHBIX KOH(MUIEHIIMATbHBIX JAaHHBIX, TAaKUX KakK Tapoju
J0CcTyIa, HoMepa OaHKOBCKHUX U UACHTU(HUKAIIMOHHBIX KapT U T.J.

CMUIIMHT — 3TO BUJ MOILIEHHUYECTBA, IPU KOTOPOM TOJIb30Barelb noaydaer CMC-
coo0I1IeHre, B KOTOPOM C BHUIY HAJSKHBIA OTIPABUTENh MPOCUT yKa3aTh KaKyO-THOO
IEHHYIO TEePCOHANBHYIO HH(OpMaIuio (HampuMmep, Mapoib WM JaHHBIC KPEIUTHOW
KapThl). CMUIIUHT TIPEACTABISAECT CO00M mogo0ue GPUIMHra, Mpyu KOTOPOM MOIICHHUKAMU
C TOH K€ LEIBI0 PACCHUIAIOT YJIEKTPOHHBIE MHUCHMA.

@®apmunr  (amria.  pharming) — Oonee TpoaABHHYTas Bepcus  (UIIMHTA,
3aKJIIOYAIONIAsACS B TIEPEBOJIC TMOJb30BaTeNied Ha (QalblIMBbBIA BeO-CAUT M Kpaxke
KOH(UIECHIIUAIBHOU HH(POpMAITUH.

«Hurepuiickue mucbMa» (anrim. «Nigerianscam») — 3JEKTPOHHOE THCBMO C
mpock0Ol O TMOMOINM B TEPEBOJIE KPYMHOW JEHEXHOW cymMmbl, u3 kotopor 20-30%
JOJHKHO TOJIYYUTH JIUIO0, TpefocTaBistoniee cyer. [lpu 3ToM momydarento HEOOXOAMMO
cpouno 6-10 teicsy momutapoB CIHIA oTnpaBUTh MO CUCTEME DJEKTPOHHBIX IJIATEXKEH 1O
TpeOoBaHMIO aaBoKaTa. Kak pa3HOBUAHOCTh HCIHOJB3YETCSl PACChUIKA O BBITOAHOM
KaluTaJOBIOKEHUN WM YCTPOMCTBE Ha BBICOKOOIIAYMBAEMYIO pPa0OTy, MOJIyUYECHUU
HACJIEICTBA WJIM HHBIX CHOc00ax OBICTPOro OOOTalieHus MPH YCIOBUU COBEPILICHUS
MIPEABAPHUTEILHBIX TJIATEKEH.

MomennndyectBo ¢ PayPal - kpynHeiimias neOetoBas 3JIEKTPOHHAs ILIaTEKHAs
cucreMa. Anaynoru B P®: Sunexc./lensru, WebMoney.

Bol pasmecTiiin 00BsiBIEHHE O Tpojaxke. MOIIEHHUK BbICHUIaeT BaMm muchMO C
MPEIOKEHUEM KYIHUTh TOBap, WHOTJA 3a OOJNBINYIO IeHy W He s ce0s. Bwr mpocute
NIEPEBECTH JCHBI'M. MOIIIGHHUK TPOCHT Bac yKaszaTh aApec, 3apeTrUCTPUPOBAHHBIN B
PayPal, 1 roBopuT, 4TO BBIC/IAT JICHBIM TyJa, HO OHH MOSBATCA Ha cuere B PayPal, korma
BBl BBEJETC HOMEp MOYTOBOTO OTMpaBiieHus. K BamM NpHUXOAWT MHCHMO, MOXOXKee Ha
PayPal. Bel oTnpaBisieTe ToBap ¥ BBOJAHWTE HOMEpP OTIPABJICHHSA B YKa3aHHYIO B IMHCHME
ctpanuily. ToBapa y Bac HeT. [IpeTeH3un BBICTABIATh HEKOMY.

Kmukdpon (or aurm click fraud) — oauH u3 BHIOB CETEBOro MOIICHHHUYECTBA,

MPEACTABISIONNN Cc000li OOMaHHBIE KJIMKH Ha PEKIaMHYIO CCBUIKY JHIIOM, HeE



3aUHTEPECOBAHHBIM B PEKIAMHOM OOBSIBICHUU. MOXKET OCYIIECTBISTHCS C IMOMOIIIBIO
ABTOMATH3UPOBAHHBIX CKPUITOB HMJIM MPOTrpaMM, UMUTHPYIOIIUX KJIMK IMOJb30BATENS IO
pekIaMHBIM 00BsBICHHIM Pay per click.

Kmukmkekunr (ot anr. clickjacking) mexanusm oOmana mojib30BaTelieli HHTEPHETA,
Ipd  KOTOPOM 3JIOYMBIIIJICHHUK MOJXET IOJIyYUTh JOCTYN K KOH(HICHIIMATBHOM
UH(pOPMAIMK WK JJaXe MOJyYUTh JOCTYI K KOMIIBIOTEPY TOJIb30BaTENs, 3aMaHUB €ro Ha
BHEITHE 0e300UIHYI0 CTpaHHIly WM BHEAPUB BPEIOHOCHBIM KO Ha O0€30macHyro
CTpaHMILY.

4. MOIICHHUYECTBO B COLMAIBHBIX CETAX - CCETEBbIC JIOMYIIHWKH, HHTCPHET-
YTOHIIUKH, CETEBbIC TPAOUTEIIH.
5. Jlpyrue Buabl (UHAHCOBOTO MOIICHHHYECTBA - OOMEH BaJlOTHI, HEJCTalbHbIC
KpeauThl, Opadnbie  adepsl, HeJleTaJIbHBIE ~ A3apTHBIC  WIPBHI, MaxUHAIIN
apeH/I0M/TIOKYIIKOW HEJBM)KUMOCTH WJIM aBTOMOOWJICH («IBOWHBIC MPOJAXKW», MPOJIaKU
JTFOIAM  KBapTUP B HE3aKOHHO TOCTPOCHHBIX JOMax U T.J.), HCIOJIb30BaHUE YY)KUX
HaCIIOPTOB JIUISI COMHUTEIIBHBIX CICIIOK.

Takum 00pa3oMm, OCHOBHOM WPUHIMI pPAa0OTHl MOIICHHHKOB: «ATPECCUBHOEC
NPUBJICYCHNUE KIMCHTOB OOCIIAHUEM YPE3MEPHO BBITOIHBIX YCIOBHIA, BO3MOXHOCTEH
HOJYYHUTh YTO-THOO0 CITMIIKOM AEMICBO WM HE Npujaras HUKaKUX YCHIUH, 1100 coueTast

BCE BBIIICIICPCUYHNCIICHHOC C HC COBCCM 3dKOHHBIMU, 100 COMHHUTEIBHBIMHA MCTOdaMM)).

Bolinonnenue paboTbl

3aganue 1. OTBETHTE HA BOIIPOCHI:

1) Kak ¢opmupyercss B MO3re 4YejaoBeKa HEMpeoaouMasl TAra K IMOKYIKE KaKoro-
100 TOoBapa v MoyeMy OHa IMPOXOIUT?

2) IlpuBeauTe MPUMEPHI MOIICHHHMYECKUX OEHCTBUN C OaHKOBCKMMH KapTaMd H
MEePEUYHCIIUTE TE TaHHBIE, KOTOPHIE MOIIEHHUKH TBITAIOTCS «BBIYIUTHY JIFOOOM 1IEHOM.

3) Ilepeuncinte OCHOBHBIC IPU3HAKK (PMHAHCOBOM mUpamMubl. [IpuBeanTe mpuMeps
Han0oJiee U3BECTHBIX B UCTOPUU (PUHAHCOBBIX TUPAMUI.

4) IlpuBenuTe MPUMEPHl OOCTOSTEIILCTB, IPH KOTOPHIX YEJIOBEK IOJIB3YeTCs

kpenutamu T MOO (MukpohuHaHCOBBIE OPTaHU3AIIHH).

3ananue 2. YkaxuTte, Kakue (pasbl B peKiamMe yKa3bIBalOT HA TO, YTO MEPE] BaMU —



(¢uHaHCOBas NMUpamuia TMO0 MOIICHHUKH.

Bricka3biBaHne

3a mpoIUIbIA roJ JOXOJ HAIIUX KIUEHTOB cocTaBud 25%
T'OJIOBBIX.

* HamoMuHaeMm, 4TO pe3yJIbTaThl YIPABJICHUS B MPOILIOM HE
SIBIISTIOTCSI TApAHTHEH JI0XO/IOB B Oy IyIeM.

Hamra koMnanus BKJIaIbIBaeT COOPaHHBIC CPENICTBA B CTAPTAITBI
M HauOojee IOXOAHBIE BHIBI OH3HECA, YTO OOECIeYHBAET
BBICOKYIO JTOXOJTHOCTh BJIIOKCHUH.

Hamra koMnaHust ©IMeeT JIMIIEH3UIO Ha MIPUBJICUEHUE CPEICTB OT
Lentpansnoro Kommepueckoro banka.

YroObl MONyYUTh TNPU3bL, BBl JIOJKHBI PACIPOCTPAHUTH
ceptudukarsl croumocThio 5 000 pybreit cpenn TpEx cBOMX

3HaKOMBIX.

B nameit komnanuu Bel OyzeTe rapaHTUPOBAHHO MOJIy4YaTh
30% romoBbIX, eciTi BHECETE CPEICTBA IO KOHIIA 3TOTO TO/a.
MpbI BBIIUTAYMBAaeEM BceM HammM BKJIIaquukaM 20% roaoBbIX
€XKEeroJIHo OJylarogapsi MHBECTUIMSAM B 30J0TOJ00BIUY H
HedTera3oBbIil CEKTOP.

[Mupamuga/MorieHHUKHN/



3amanue 3. Haramps He cMmoria CHOpaBUThCS C JKETaHUEM MPUOOPECTH HOBBIM
tenedon 3a 50 000 py6neii. Ho mockonbky aeHer Ha Hero y Hatansu He ObLIO, OHA B3siia
kpeaut B M®O «Cambie ObicTpeie aenbru» mox 1,5 % B nmenb. JleHbrum BmecTe C
MPOLIEHTAMH HEOOXOIUMO BBIILJIATUTH Yepe3 3 MecsIla.

bromker Haransu coctabisroT 3apabotHas mara 30 000 py6neit u pacxoast 15 000
pyOneit. Onpenenure, korjga cMoxeT Haranes 3akoHuuTh Bce cBou oTHouieHus ¢ M®O

«CamMple OBICTpBIE ACHBIM» U KaKOW yAap 1o €€ OFJKETY 3T OTHOILIEHUS HAaHECYT.

3ananue 4. YKaxuTe nMpaBuiia JMYHON (PUHAHCOBOM 0€30MaCHOCTH.



