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JICKHI/IH Ha TEMY «OCHOBHEBIC HpO6JI€MBI M CIIOCOOBI 3alllIUThI 0asbl JaHHBIX.
KOHTpOJ'IB A0CTyIla K JTaHHBIM. YcnoBus 3alllUThI 0asbl JaHHBIX.

Texnuueckue MCTOABI N CPCACTBA 3AIIUTHI 0asbl JaHHBIX. »

1. IIpo6saema 3amuThbl HHGOpMaMU

B oGsacty 3amuThl HHGOpPMAIIUK M KOMIIBIOTEPHOM O€30MaCHOCTH B ILIEJIOM
HanboJiee aKTyallbHBIMHU SIBJISTFOTCSI TP TPYIIITBI IPOOJIEM:

HapyIlIeHne KOH(QHUISHIINATLHOCTH MH(POPMAIINH, 3TO — pa3IJIallicHHe N
yTeuka Kakoi-mubo mHpopmammu, He TpeaHa3HAYCHHOH IS TPeThUX JIHI, 0e3
coryiacus Ha TO ee o0JamaTels

HapyIIeHWEe IEIOCTHOCTH WH(GOpPMAIMU; TO — W3MEHEHHE NaHHBIX TIPH
XpaHeHuHu, 00paboTke U nepenayu MHGpopmaluu, T.e. COXpaHEHUE JAHHBIX B TOM
BHUJIC, B KAKOM OHH OBLIN CO3/IaHBI.

HapylmieHHue  paboTOCIOCOOHOCTH  MH(OPMAIIMOHHO-BBIYUCIUTEIBHBIX
CUCTEM.

[IpuopuTeTHBIME  HAMpaBICHUSMHU  TPOBOJUMBIX  HMCCIENOBAaHUNA U
pa3paboToOK Kak y HAC B CTpaHe, TaK  3a pyOexoM sBIsroTes [2]:

3amuTa OT HECAaHKIIMOHUPOBAHHBIX JACHCTBUIN W pa3rpaHUUYEHUE JOCTYIa K
JaHHBIM B WH(OPMAIMOHHO-BBIYMCIUTEIBHBIX  CHCTEMaX  KOJIJICKTHBHOTO
MOJIb30BAHUS;

uaeHTUUKAINS U Ay TeHTU(DUKAIUS TTOTH30BATENCH U TEXHUIECKUX CPE/ICTB

(B Tom umciie "uudpoBas" MOANUCH);
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o0OecrieueHre B CUCTEMAX CBSI3U M NIepeJadyn JaHHBIX 3alIUThI OT MOSIBICHUS
ne3uHbopMaIuu;

CO3/IJaHH€ TEXHUYECKOT0 M CHUCTEMHOI0 MPOTPaMMHOTO obOecredyeHus
BBICOKOT'O YPOBHSI HAJCKHOCTH U UCIIOJIb30BAHUE CTAHIIAPTOB (MEXIYHAPOIHBIX,
HaIIMOHAJIbHBIX U KOPIOPATUBHBIX) MO0 00ECIeUEeHUI0 OE30MaCHOCTU JIaHHBIX

3amuTa HHGOPMAIIUU B TEIIEKOMMYHUKAIIMOHHBIX CETAX;

pa3paboTKa MPaBOBBIX ACMIEKTOB KOMIIBIOTEPHOU OE€30MaCHOCTH.

2. OCHOBHbBIC MOHATHUSA

PaccmoTpuM OCHOBHBIE MOHATHUS 3alIUTHI HHOOpMALUKU U HHGOPMAIMOHHON
0e30MacHOCTH KOMIBIOTEPHBIX CUCTEM U ceteil ¢ yuerom omnpenenenuit ['OCT P
50922—96.

3amura nHgopManum — 3TO JACATEIBHOCTD MO MPEIOTBPALICHUIO YTEUKU
3amum@aeMoil  MHGoOpMalMKi, HECAHKIIMOHUPOBAHHBIX M  HEMpeIHaMEpPEHHBIX
BO3/ICHCTBUI Ha 3alIMIAeMyI0 HH(OPMAITHIO.

O0bexkT 3amuTbl — HWHPOPMALMS, HOCHUTENIb HHPOPMALUA WU
MH(GOPMAIIMOHHBIN MPOIECC, B OTHOIIEHUU KOTOPBIX HEOOXOIUMO OOecreurBaTh
3aIUTy B COOTBETCTBUHU C IMOCTaBJICHHOM 1IN0 3aIIUTHl HH(OPMAIUH.

Heas 3amurbl MHGOPMALMM — O3TO JKEJIAEMBIM PE3YJbTAaT 3alUTHI
uadopmanmu. Ilenpro 3amuTel HWHPOPMAIMM MOXKET OBITh MPEaOTBpAICHUE
ymiep0a COOCTBEHHUKY, BJIQJICINIBITY, ITOJb30BATENI0 HHGOPMAIMU B PE3yJIbTaTe
BO3MOXXHOW  yTeukun  HWHPOpMAllMM  W/WIA  HECAHKIIMOHUPOBAHHOTO U
HEIpeTHAMEPEHHOTO BO3JICUCTBUS HAa MH(POPMAIIHIO.

JddekTUBHOCTL 3aIUTHI HHGOPMALMH — CTENEHb COOTBETCTBUS
PE3yNHTATOB 3aMIUTH HH(OPMAITNH TIOCTABICHHOMN €.

3ammurTa nHpOpMAIMH OT YTeYKH — JIEATEIbHOCTh MO MPEIOTBPALIEHUIO
HEKOHTPOJIMPYEMOT0 paclpoOCTpaHEHUs 3aluuiaeMod uHGOpMaluu OT €€
pasriamieHus, HecaHkuuoHupoBaHHoro joctyna (HCJ) k 3amuinaemoit

MH(pOpMALINK U TTOJIYUYEHHUS 3alUIaeMO HH(POPMAIUHU 3JI0YMBIILICHHUKAMHU.



3amura wuHdopManmum OT pasrIAIeHUd —  JCATEIBHOCTH IO
MPEJOTBPAIICHUIO HECAHKIIMOHUPOBAHHOTO JIOBEICHUS 3alUIIIaeMoi HH(opMaluu
710 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MOJIyyaTenel HHPOpMaluu.

3amura undopmamuu or HC/ — nedArenpbHOCTs MO NPEIOTBPALIEHUIO
MOJIyYeHHUs 3aluiaeMod HWHQOpMAIMU  3aMHTEPECOBAHHBIM CYOBEKTOM C
HapyIIeHUEM YCTAHOBJICHHBIX MPABOBBIMU JOKYMEHTAMH WM COOCTBEHHHKOM
aub0 BianenplUeM HHPOpMalMM TpaB WM MPaBUI JOCTyNa K 3alIUIIAeMON
uH(pOpMaIIIH.

3auHTEpEeCOBAaHHBIM CyOBEeKTOM, ocymiecTBisitoniuM HCJl k 3amumiaemoit
uHOpMaIMK, MOXET BBICTYNATh T'OCYJIApCTBO, IOPUIUYECKOE JHI0, TPYIINa
¢u3znueckux Juil, B T. 4. OOLIECTBEHHAs OpraHU3alMs, OTAEIbHOE (PU3NYECKOe
JULO.

Cucrema 3amuThl HH@OPMAaNUU — COBOKYIHOCTh OpPraHOB W/WJIU
UCIIOJTHUTENICH, HCMOJb3yeMass MMH TEXHHMKA 3alluThl HHPOpMAIMU, a TaKkKe
OOBEKTHI 3allUThl, OPraHW30BaHHBbIE U (PYHKIMOHUPYIOIIME IO MpaBUiIaM,
YCTaHOBJIEHHBIM COOTBETCTBYIOILIMMU IIPaBOBBIMU, OpraHU3alMOHHO-
pacnopsIuTeIbHBIMA U HOPMATUBHBIMH JJOKYMEHTAMH T10 3alllUTe WH(OPMAIUH.

[Ton wHpopManuOHHOW 0€30MACHOCTHI0O TIOHUMAIOT 3al[UIIEHHOCTH
UHGOpPMAIIMH OT HE3aKOHHOTO 03HAKOMJICHUS, MPEe0Opa30BaHMs U YHUUTOXKECHHS, a
TaKKe  3alMIIEHHOCTh HMH(POPMALMOHHBIX  PECypcoB  OT  BO3JCHCTBUH,
HANPaBJIICHHBIX HA HapylleHne wux padorocnocodHoctu. Ilpupoma stux

BO3JICUCTBUI MOXKET OBITH CaMO pPa3HOOOPa3HOM.

3. Metoasbl 32l THI HHpOpMALUK

MHOXECTBO CYIIECTBYIOIIMX METOJIOB oOecrneueHus WHGOPMalUOHHOU
0e30MacHOCTH MOXKHO KJIacCHU(HUIIMPOBATh MO PAa3HBIM IPU3HAKAM, HO TOJIBKO
YMECTHBIE KOMOWHAIIMW ITHX MPHU3HAKOB TMO3BOJISIIOT CETEBOMY aIMUHHUCTPATOPY
oOecrieunTh  HAJICKANIMH  ypoBeHb  HMH(POPMAIMOHHOW  OE30MaCHOCTH.

B OeJIOM BCC MCTOAbI MOXKHO PasACINTh HAa JIBa KjlaccCa:



1. OpPraHMW3allMOHHO IPABOBBIE METOJbI, BKJIIOYAIOIIME BOCIUTAHHUE Y
IIOJIB30BATENIEH OTHOLIEHWE HEAOCTYITHOCTH M HETEPIUMOCTH K HAPYLICHUIO
MH(OPMAITMOHHOW 0€30MaCHOCTH.

2. OpraHMW3allMOHHO TEXHUYECKHE MeTONbl. lIpaBoBbIE MeTOABl HAILIN
OTPAXXKEHUE B CEPUM JTOKYMEHTOB MEXIYHApOAHON M HAIMOHAJIBLHOW OpPraHu3aluu
perjiaMeHTUPYIOIINE BCE aCeKThl o0ecreyeHus HHPOPMaMOHHOW 0€30MacHOCTH.
OTOT mpoLEecC HUKOTAA HE 3aKOHYUTCS, TaK KaK COBEPLIEHCTBYIOTCS METOMbI
HapyuieHus: UHHOPMAIMOHHON G€30MaCHOCTH.

IlepeynciumM OCHOBHBIE MeTOAbI oO0ecneYyeHUss HMHPOPMALMOHHOM

0€30MMacHOCTH:

ABTOpH3aLINSL.
OTOT METOJl MO3BOJSET CO3AaBaTh IPYIIbI MOJb30BATENEH, HANEIATh ITH
IPYIIBI Pa3HBIMU YPOBHSIMH JIOCTYTIA K CETEBBIM U MH()OPMAIIMOHHBIM pecypcaM U

KOHTPOJIMPOBATH AOCTYII IIOJIB30BATCIIA K 3TUM PECypCaM.

Nnentuduxanus v ayTeHTUDUKAIIHS.

NnenTudukaiys mo3BoiaseT ONpeeauTh CYObEeKT (TEpMUHAI MOJIH30BATENS,
IPOLIECC) MO YHUKAIBbHOMY HOMEPY, CETEBOMY UMEHHU U IPYTUM IIPU3HAKAM.

AyTeHTH(UKAIUS — TPOBEpPKA MOMIMHHOCTH CyObEKTa, HalpuMep II0
napoito, PIN-koxy, kpuntorpadhuueckomy kiarouy u T.1. [locieHue rob akTHBHO

BHEJIPSFOTCS CIEAYIOITNE METO bl ayTCHTU(DUKAIIUHN:

- buomerpus. Hcmonwsdyercs ayTeHTHGUKANMS 1O TEOMETPHH PYKH,
pamgy>XKHOW 00OJIOUKHM CETUATKH Triia3a, KIABUATyPHBIA MOYEPK, OTIEYATKH TJa3a H

T.II.

- SMART-kapTh1 (MHTEIUIEKTYaabHBIE KapThl). VX y100CTBO 3aKitouaercs B

MOPTaTUBHOM W IIMHPOKOM CIHEKTpe (YHKIHA, KOTOPBIE MOTYT OBITh JETKO



moauduuupoBansl. Henoctatkom SMART-kapThl siBIsieTCS MX TOPOrOBH3HA, TaK

KaK TpeOyIOT ONpeeeHHbIX YCTPOICTB AJIsl CYUNTHIBAaHUS MH(OpMAIUK.

- e-Token (anextponHbIit Ki04) — aHaior SMART-kapThl, BEIIOJHCHHBIN B
Buje Openka, monakmtoyaromierocss uepe3 USB-mopt. [locromncTBo e-Token
3aKJIFOYAETCSI B TOM, YTO OH HE TpeOyeT CIelUaabHBIX, JOPOTOCTOSIINX KapT -

reader.

dusznyeckasi 3amUTa. AJMUHUCTPATOPY CETH HEOOXOJMMO 3HATh BCE
BO3MOKHbBIE TOUKHU (PU3MUECKOTO MPOHUKHOBEHUSI B CETh MJIM HaHECEHUs yuiepoa.

dusnyecKkue ycTporucTBa 3alUThI:

— @usnyeckue yCTporuCTBa JOCTYITHOCTH K CETEBBIM y3J1aM U JINHUSM CBS3U.

— IIpoTuBonoxapHbie MepbI

— 3amura NOAJIEPKKHU UH(GPACTPYKTYPBI (a7IeKTponMTaHKE,

KOHUIIMOHUPOBAHHUE. . . )
— 3amura MOOMIIBHBIX U PAJIKO CUCTEM.
— 3amura oT nepexBara JJaHHbBIX.

— Tlognepxka Tekyuiel paboTocroCOOHOCTH.

Pe3epBHOE KOTIMpOBaHUE.

— YpaBiieHUE HOCUTEISIMU.

PernamentupoBaHHbie pabOTHI.

Emé 25-30 mer toMy Ha3zam 3amava 3amuThl MHQOpMAIUS Morjia OBITH
7 ()EKTUBHO pelIeHa C MOMOIIBI0 OPTraHU3AIMOHHBIX MEP (BBITIOTHEHUS PEKIUMHBIX
MEPOTIPUSATUN U UCIIOJIH30BAHUS CPEACTB OXpaHbl U CUTHAIM3AIMN) U OTJACITBHBIX
MIPOrpaMMHO-AIIAPATHRIX CPEJICTB pa3rpaHUYCHUs JOCTyNa U IMU(poBaHUS.
OToMy cIocoOCTBOBajIA KOHIICHTPAIMs HH(OPMAITMOHHBIX PECYPCOB U CPECTB IS
ux 00pabOTKM Ha aBTOHOMHO (DYHKITMOHHMPYIONIUX BBIYUCIUTEIBHBIX IEHTpAX.
[TosiBnenne mnepcoHanbHbIX OBM, NOKambHBIX M TI00ATBHBIX KOMITBIOTEPHBIX

CeTell, CIMyTHUKOBBIX KAaHAJIOB CBS3H, A(P(EKTUBHBIX CPEICTB TEXHUYECKON



pa3BeNKH W TOJMydYeHUsS KOHPUIACHIMATBHOW WHQPOPMAIMK  CYIIECTBEHHO
obocTpuio nmpobdsemMy 3auuThl HGOPMALIUH.

OCcoOEHHOCTSIMU COBPEMEHHBIX MH(POPMAIIMOHHBIX TEXHOJIOTHH, TIPSIMO WU
KOCBEHHO BIUSIOIIMMH Ha 0€301TaCHOCTh WH(OPMAITUH, SBIISIOTCS .

1. VBenudeHne YwWciaa aBTOMATH3MPOBAHHBIX TIPOLEAYp B CHCTEMax
00pabOTKM TaHHBIX M YCUICHUE BAYKHOCTH MMPUHUMAEMBIX Ha UX OCHOBE PEIICHMIA;

2. TeppuropuanbHas paclpeeICHHOCTh KOMIIOHEHTOB KOMITBIOTEPHBIX
CUCTEM U Tiepeiaya nHGOPMAIIMN MEXKTY STUMH KOMIIOHCHTAMH,

3. Ycino)kHEHHE UCIOJB3YEMBIX MPOTPAaMMHBIX U alapaTHBIX CPEJCTB
KOMITBIOTEPHBIX CHCTEM;

4. HakoruieHHe U JOJTOBPEMEHHOE XpaHEeHHE OOIBIIIMX MAaCCUBOB JIAHHBIX Ha
AJICKTPOHHBIX HOCUTEIISAX, 3a4aCTyI0 HE UMCIOIINUX TBEP/IBIX KOTIHIA;

5. MHTerpanuss B eAMHBIX 0a3ax JaHHBIX WHGOPMAIMK Pa3IUYHOTO
Ha3HAYCHUS U PA3IUYHBIX PEKUMOB JOCTYIIA;

6. HemocpencTBeHHBII JOCTYI K pecypcaM KOMITBIOTEPHBIX CHCTEM
OOJBIIOTO KOJIMYECTBA TOJB30BATENCH PA3MYHBIX KATETOPUA W C Pa3sIuIHBIMHU
MIOJTHOMOYHUSIMU B CUCTEME;

7. PocT CTOMMOCTH PECYPCOB KOMITHEOTEPHBIX CUCTEM.

Poct komuuectBa W KkadecTBa yrpo3 0e30macHOCTH HH(pOpMAIUu B
KOMIIBIOTEPHBIX CHCTEMax HE BCEr/ia NMPUBOAMT K aJeKBaTHOMY OTBETY B BHJIE
CO3/IaHUs HAJIGKHBIX CHUCTEM 3allUThl HHQOpPMANUA © HHPOPMAIIMOHHBIX

TEXHOJIOTHUH.

Mepsl no 3amure UHGOPMALMHM M ceTed ocywecTBAATCH B Poccun
HopMaMu 3akoHa «00 mHpopmanun, UHGOPMALMOHHBIX TEXHOJIOTHSIX U O
3amuTe nHGopMamum» [5].

B nambonee momgHONW TpaKTOBKE, TMOJ CPEACTBAMU CETEBOW OE30MaCHOCTH
MMEIOTCS. B BUJY MEpPBI MPEIOTBpAIECHUs HapylIeHU Oe30MacHOCTH, KOTOpbIE
BO3HHUKAIOT TOJBKO TP TMepefadye HHPOpMAIMM TIO CETAM, a TaKXKe MeEpHI,

IMMO3BOJIAIOIIUEC OIIPCACIIATE, YTO TAKMC HAPYIIICHUA 0e30IMaCHOCTH UMEJIH MECTO.



B coBpeMeHHOM NMPaKTHKe BbIACJAIOT CJIeAyOUHe IPYNNbl CPeJACTB:
OpraHu3aIMOHHBIC;

AHTUBUPYCHBIE;

3allUATa C IOMOUIBIO MMAPOJIEH;

KpUnTOrpapuyeckue;

CTeHOrpapuyecKue.

OpraHu3anMoHHbIe METOABI 3aIIIUTHI HH(pOPMATIMH.

OpraHu3arniioHHass  3amurta WHQOpMAnMu — 3TO  perjiaMeHTaIus
IIPOU3BOJICTBEHHONW JICSATCIIBHOCTH M B3aWMOOTHOIICHHWI HCIIOTHUTENICH Ha
HOPMaTHBHO-TIPABOBON OCHOBE, MCKIIIOYAIOIICH MU CYIIECTBEHHO 3aTPYTHSIOMICH
HENIPAaBOMEPHOE OBJIaJICHNE KOH(UICHIIMAIBHONH WH(MOpMaIMeH, BKIIIOYArOIIas B
ceOsl OpraHU3alMI0 PEKMMa OXPaHbl, OPraHHU3AIUI0 PA0OTHI C COTPYJHHKAMH, C
JOKYMEHTaMH, a TaK)Ke OpraHU3aIfi0 HMCIOJb30BaHHMS TEXHUYECKHX CPEJICTB H
paboTy 1o aHaIu3y yrpo3 HHPOPMAIMOHHOH 0€30MacHOCTH.

OpraHu3alluOHHBIE METOJBI CO3JAIOTCSI B KaXJOH OpraHu3alud B
COOTBETCTBHH C TPEOOBAHHSIMH M YCIIOBUSIMU €€ JIeATEITHHOCTH, B PE3yJIbTaTe Yero,
B GUpME UMEIOTCS CHEIUPUIESCKHE CIIOCOOBI U HOPMBI 3allIUTHI, OJJHAKO, BCE OHH
IO TYMHEHBI OOIIUM 3aKOHAM:

OCYIIIECTBIICHUE Pa3paOOTKH MOJTUTUKH 0€30ITaCHOCTH OM3HEC-TIEPCOHAIOM;

pasrpaHuveHUE JOCTyIa K MHPOPMAIMH B COOTBETCTBUU C (DYHKIIMOHATIOM
Ka)J/I0OTO CICINAIIUCTA,

OTCYTCTBHE MaKCHUMAaJIBHOT'O JIOCTYTIa COTPYIHUKA K HH(POPMAIIHH;

dusznueckoe pasrpaHMuCHUE ATMUHUCTPATHUBHBIX U MPOU3BOJACTBEHHBIX
MIPOLIECCOB B CETH;

OpraHu3alys CeTH Ha OCHOBE JIOMEHOB.

OGecnieyeHne  3amuTBI  CPEACTB  00paboTkM  WHPOpMAUA |
ABTOMATU3WPOBAHHBIX pPAbOYMX MECT OT HECAHKIMOHHUPOBAHHOTO JOCTYyIIa
JIOCTUTAETCSl CUCTEMOW pa3rpaHUYCHUsS JIOCTyINa CyOBEKTOB K oObeKkTaM. JlaHHas

CUCTCMa PpCAIM3yCTCA B IIPOrpaMMHO-TCXHHYCCKHMX KOMILUICKCAX B pPaMKax



OTIEpaIlMOHHOW CHUCTEMBI, CUCTEM YIIpaBJICHUS 0a3aMu JAHHBIX WA MPUKIATHBIX
nporpamm, B cpeactBax peanuzainuu JIBC, B ucnonb30BaHUM KPUTITOTPAPUUECKUX
npeoOpa3oBaHU U METOJIOB KOHTPOJIS IOCTYTA.

3amuta uwHQOpPMaNMK OpPraHU3ALUOHHBIMH CPEACTBAMH IPEANoJiaraet
3alUTy 0O€3 HCMOJB30BaHUSI TEXHUYECKHX cpenacTB. MHorma 3amaya peraercs
npoctbiM yaanenueM OTCC (OCHOBHBIX TEXHUYECKHUX CPEICTB M CHUCTEM) OT
IPaHUIBI KOHTPOJIUPYEMOU 30HBI HA MAKCUMAJIbHO BO3MOKHOE paccTosiHUE. Tak ke
BO3MOKEH BapHaHT pa3MelIeHUs, Hampumep, TpaHCcPOpMaTOPHON MOACTAHIIUU U
KOHTypa 3a3eMJICHUs B Tpejesiax KOHTposmpyeMod 30Hbl. K opranusarimoHHO-
TEXHUYECKUM MOXHO OTHecTu Tak ke yaaienue BTCC (BcmomoraTenbHBIX
TEXHHYECKUX CPEJICTB M CHUCTEM), JIMHUM KOTOPBHIX BBIXOJAT 3a TIPEICIbI
KOHTPOJIMPYEMOM 30HBI, 3ampeimieHue wucnonbzoBanuss OTCC ¢ mapa3uTHOU
reHepainuen s 00paboTku wMHGOpPMAIUKM, a TAKXKEe MPOBEACHUE CICIHATBHBIX
IMPOBEPOK TEXHUYECKHX CPEJICTB Ha OTCYTCTBHE 3aKJIAJOYHBIX YCTPOMCTB.
HeobxoaumMo MOMHUTH, 4YTO OpPraHU3AIMOHHO-TEXHUYECKHE MeEphl TpeOyloT
BBITMIOJTHEHUE KOMITJIEKCA MEp, IPEANUCAHHBIX HOPMATUBHBIMU JOKYMEHTAMH.

IIpu paspadotke C3U (cpenacTB 3amuThl MHPOpPMAIMHK) TaK K€ CIEAyeT
NPUHUMATh BO BHUMAaHHUE U TO, YTO BCSI CUCTEMA COCTOUT U3 00Jiee MEJIKHX CUCTEM.
K HUM OTHOCHUTCS: MOJCUCTEMA YIIPABICHUS JIOCTYIIOM, MOJCUCTEMA PETUCTPALIUN
U ydyeTa, Kpunrorpadudeckas 3anura mHGoOpMaMK U MOJACUCTEMa 0OecTieUeHUs
IIEJIOCTHOCTH.

OO61IMe MPUHIMIBI OpraHU3alUK 33U TH KOH(DHUICHITMAILHON HHPOPMAITUH,
npuMeHsieMble Tipu pa3padorke C3U [2, c. 49]:

HenpepriBHOCTS;

Jl0CTaTO4YHOCTH;

KommnnekcHOCTS;

CornacoBaHHOCTb;

D} hHEeKTUBHOCTE.



Jlist peanu3anuu Mep 3aliuThl KOHOHUICHIUATLHON WH(GOPMAIMHA JTOJDKHBI
MPUMEHSTHCA CEPTU(UIIMPOBAHHBIE B YCTAHOBJICHHOM TIOPSIKE TEXHUYCCKUC
Cpe/ACTBa 3allUThl UHPOPMAITIH.

K mepam mpoTuBOACHCTBUS yrpo3aM OE30MaCHOCTH OTHOCST IPABOBEIC,
MOPAJIbHO-3TUYECKHUE, TEXHOJOTHYECKHUEe, (U3MYECKHE W TEXHUYECKHE MEPBHI.
MopabHO-3THYECKHUE MEPhl OOYKIAIOT K CO3/IaHUIO MPABOBBIX Mep (pUMepoM
MOXXET OBITh HENPHSI3Hb TOT'O, YTO KTO-TMOO HE3HAKOMBIH Bam, MOXeT y3HaTh
Bamm gamunuio uMs ¥ OTYECTBO, COCTOSTHUE 3/I0POBbSI WIIM MHYIO WH(OPMAITUIO
JUYHOTO XapakTepa). B cBow ouepenb mpaBoBbIe MEPhI MOOYKIAIOT K pealu3aluu
OpraHW3allMOHHBIX Mep (pa3paboTka HEOOXOAUMBIX HOPM M TIPAaBWI IPH
cobupanuu, 00paboTke, nepeade U XpaHeHUH UH(PoOpMaIKK), KOTOPbIE CBA3AHBI C
(GU3HYECKMMH W TEXHUYECKUMH MepaMH (TEXHUYECKUE CPEACTBA 3aIllUTHI
uHbopmaluu, puznyeckue 0apbepbl HA MYTH 3IIOYMBIIIJICHHUKA U T. 1.).

Cucrema 0€30MacHOCTH — 3TO OPraHU30BaHHAS COBOKYITHOCTD CIICIIHAJIbHBIX
OpraHoB, CIIy»k0, CpPeICTB, METOJIOB U MEPOIPUATUN, 00ECTeUNBAIOIINX 3allIUTY
KU3HEHHO BaXKHBIX MHTEPECOB JHMYHOCTH, MPEANPHUATHS WU TOCyAapCcTBa OT
BHYTPEHHUX M BHEUIHUX Yrpo3, B 3aJayd KOTOpPOM BXOIUT pa3paboTka u
OCYIIECTBJIICHHE Mep MO0 3ammure uHbopmaiuu, GopMupoBaHue, oOecreyeHUue U
NIPOJBUKEHUE CPEICTB oOecrieyeHusi 0e30MacHOCTH, U BOCCTAHOBIIEHUE OOBEKTOB
3aIlUTHI, TOCTPAIABIINUX B PE3YJIHTATE KAKUX-TMOO MPOTUBOIIPABHBIX JEHCTBU.

Bce »TM 3amaum momoraroT B JOCTMIKEHHUHM 1IE€JIIEM CBOEBPEMEHHOTO
BBISIBJICHUS YIpO3, OMNEPATUBHOIO WX MPEAOTBpAIICHUS, HEUTpaIu3aluu,

MMPpCCCUCHUA, JIOKAIU3alIN U YHUYTOXKCHUS, 4 TAKXKC OTPAKCHUA aTaK.

AHTHBHPYCHBbIE METOABI 3AlIUTHI HHpOpMaLUH.

CriocoObl aHTUBUPYCHOM 3aIIUTHI COCTABISIOT TEXHUYECKUE U TPOTPAMMHbBIC
CpeIICTBa IO 3aIuTe HHHOPMAIIHH OT BUPYCOB.

Bupyc — »T0 mporpamma coaepxkamias, BPEAOHOCHBIA KO, IO3TOMY
OCHOBHBIM CPEJICTBOM OT UX 3aLIUTHI siBsieTca anTuBupycHoe [10 — npunoxenue,

o0OecrnieunBarollee OTCICKUBAHUE U YHUUTOKEHUE BUPYCOB.



Kak u BHUpyCBI, aHTUBUPYCHI TOCTOSIHHO pa3BUBAIOTCA. Takyke MOCTOSHHO
pacmmpsroTcs olLiee onpeaeneHue u knaccugukanusa antusupycHoro I10.

AHTHBHPYCHasi IporpaMmma (AHTHBHMPYC) — IIporpamma Jiisi OOHapyKEeHHUsI
U JIEYEHUs BPEJAOHOCHBIX OOBEKTOB WM MHGUIIMPOBAHHBIX (PaliiioB, a TakxKe IJIs
PO UIAKTUKY U IPEIOTBPAILLICHUS 3apaXKeHus (paiiia uin onepauiuoOHHON CUCTEMBI
BPEAOHOCHBIM KOJIOM. AHTHUBHPYCHOE MPOTPAMMHOE OOECHEYeHHE COCTOMUT U3
MOANpPOrpaMM,  KOTOPBhI€  MBITAIOTCS  OOHAPYXKUTh WM  NPEJOTBPATUTH
Pa3MHOXKEHHE, a TAKXKE YJaJUTh KOMITBIOTEPHbIC BUPYCHI U JAPYTUe BPEIOHOCHBIC
nporpaMMbl. MHOTHE COBpPEMEHHBIE AHTHUBUPYCHI MO3BOJISIOT OOHAPYXUBATh W
yIaIsaTh TaKXKe TPOSHCKHUE MPOTrpaMMbl M ITPOYKE BPEIOHOCHBIC ITporpaMmsl [4, C.
85].

CymiecTByeT A0CTaTOYHO OOJIBIIOE KOJIWYECTBO AHTUBUPYCHBIX MPOTPAMM.
Hau6onee s pexTuBHBIMU, HA MO B3IJISI, SIBISIFOTCS:

Antusupyc Kacnepckoro (Poccus);

NOD 32 (CnoBakwus);
Symantec (CILA);
Dr. Web (Poccus);
G DATA (I'epmanus).

Kax mpaBuio, Bce aHTUBHUpYCHBIE MpOrpaMmbl iaTHbeie. CyIlIecTBYOIINE
OecmaTHpie mporpaMmbl, Takue kak Avast u Calm.AV, menee 3(pQpeKTHBHBL
DddexTuBHOCTh aHTHBUPYCHOTO [1O OlIeHMBaeTCs IO MPOIEHTY 0OHAPYKEHHBIX U
00€3BPEKEHHBIX BUPYCOB U CKOPOCTH PEAKIIMU HA BHOBb BO3HUKAIOIINE BUPYCHBIE
YIPO3BI.

ITociie ycnemmHoro jge4eHus: KOMIBIOTEPAa OT BUPYCOB B CUCTEME BCE PaBHO
MOTYT  OCTaTbCAd  HEHWCHPABUMBIE  M3MEHEHHUsA,  JEJalolllue€  CHUCTEMY
HepaboTocnocoOHOoM. [loaToMy Jydiieil 3amUTOd OT BUPYCHBIX aTaK SBISIETCS
mpouIIakTHKa, 3aKII0YA0NIAsCS B MCIIOJIb30BAaHUH MPOSKTUBHOMN 3aTUTHI, a TAKIKE
3alIUThl KOMIIBIOTEpAa OT CETEBBIX aTak. Emie OJWH AEHWCTBEHHBIM BAapUAHT —
WCIIOJIb30BAaHUE ONIEPAIMOHHBIX CUCTEM ceMeiicTBa LinUX, BUPYCHI I KOTOPBIX Ha

CEroAHs NPAKTUYECKH HE MOIYYHIN PACITPOCTPAHCHUS.



Hcnosb3oBanue napoJiei 1is 3alliMThl HHPOPMALUH.

Hcnonp30BaHue HAJIEKHOTO MApOJs SIBISETCS OAHUM W3 Hanbojee BajKHBIX
(aKkTOpOB 3alUTHI KOMIIBIOTEPA OT 3JIOYMBINIJICHHUKOB M APYTHX HEKEIATSIBHBIX
II0JIb30BATEIIEH.

[Tapons — 3TO yCIOBHOE CIIOBO WM HAOOp 3HAKOB, NMPEIHA3HAUYCHHBINA AJIs
MOATBEPKACHUS JTMIHOCTH WIIH TIOJTHOMOYHH.

B 2003 romy Infosecurity mpoBenu HeOOJbIIOE HCCIEAOBAHHE, C IICIBIO
BBISIBJICHUSI CaMbIX TMOMYJISIPHBIX Mapojiel. beuto ompomeHo 152 ydacTHuka U B
UTOTe OBUIM TOJYYCHBI CIICIYIONUe pe3yabTaThl [3]:

16 % ucnons30BaaIl COOCTBEHHOE UM,
12 % ucnons3oBanu cioBo “password’;
11 % ucnonp30Baliv Ha3BaHUE JIOOMMOM CIIOPTUBHON KOMaH/IbI;

8 % ucnonb30BaIu AaTy POKICHUS.

B mnawane 2013 roma, B JlaGopatopum Kacmepckoro mnpoBenn cBoe
UCCJIEIOBAaHUE C TE€M >K€ BOIIPOCOM, HO yke B 25 cTpanax. KapTuHka HEMHOTO
u3MeHuach [3]:

16 % ucnonp30BaK COOCTBEHHYIO JIaTy POKICHHUS;

15 % ucnons3oBanu coueranue Upp «123456»;

6 % ucrnosp30BaIu CI0BO “password” Ha MECTHOM SI3BIKE;
6 % ucrnonp30BaATN KIUYKY JTOMAITHETO KUBOTHOTO.

Hcnonb3oBanue  MpEACTaBICHHBIX  Mapoyield HE  MOXET  CIYXHUTh
s pexkruBHOM 3amuTont nHGopManuu. [laponb, Hecymuii B ce6e BEICOKYIO CTETICHD
3aIlUTHI, IOJDKEH OTBEYATH CIICTYIONINM TPEOOBAHUSAM:

JUITNHA He MeHee 6—8 CHMMBOJIOB;

UCTIOJIb30BaHUE TUD;

MCTIOJIb30BaHNE OYKB pa3HBIX PETUCTPOB;

MCTIOJIb30BaHNE OYKB pa3HBIX an(aBUTOB;

WCITOJIb30BAHUE CIIEITUATBHBIX CHMBOJIOB;

OTCYTCTBHE CJIOBAPHBIX BBIPAKCHUMU.



Hcnons3oBanue raposeun B Opra"u3anuu TaKXKe JOJIKHO
PErIAMEHTUPOBATHCS AAMUHACTPATUBHBIMU METOJAMU:

HEOOXOAMMO BBIIEIATh MPOrpaMMbl U OOBEKTHl MHPOpPMALMH, KOTOpHIE
MOJIekKATh 3aLIUTE TaHHBIM CIIOCOOOM;

JOCTYIl K MapoJii0 K KaXJAOMY pPecypcy HOJIKEH ObITh OTpaHUYEH Y3KUM
KPYI'OM OTBETCTBEHHBIX JIMI], KAaK MPABUJIO, HUCIOJHUTENIEM, IMOIb3YIOINMCS
3aIIMILEHHBIM PECYPCOB, PYKOBOAUTENEM NOAPA3ACICHUS WIA CUCTEMHBIM
aIMUHHACTPATOPOM;

TaK>Ke JOJHKHBI OBITh pa3paboTaHbl MPaBHIIa XPAHEHUSI TAPOJIEH, UX CMEHA B
CIIy4asx B3JOMa, YT€pHU U T. 1.

Kpunrorpagpuueckne MeToabl 3aliuThI HHPOPMALMH.

Kpunrorpadus — 3T0 KOMIUIEKCHAss Hayka O 3alllUTe JAHHBIX. 3aliuTa

OCYHICCTBIACTCA HAa OCHOBC MATCMATHYCCKHUX Hp606paBOBaHHﬁ JaHHBIX.



